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Part of our job at Smart Grid News 
is to collect tools and resources of 
value to utilities. I think you’ll agree 
this eBook we developed along with 
leading industry experts supports that 
mission beautifully. It is a full-scale, 
start-to-finish, everything-including-
the kitchen-sink compendium of 
AMI best practices, lessons learned 
and future directions. What questions 
should you ask before you buy a smart meter? How 
can you get real value from your meter data right 
now? What’s next in AMI communications and 
how will it impact your utility? Are your networks 
as secure as they should be? And what does the 
path to an even smarter smart grid look like?

It’s all important and timely information 
purposely written for utility professionals. 
But what really sets this eBook apart – and 
why I recommend you share it with your 
colleagues – is that our expert contributors 
do a terrific job of presenting the why and 
the how, not just the what. You won’t get a 
lot of tech jargon either; instead you’ll see 
specific examples of how the principles 
discussed apply to your pain points – outage 

management, cost containment, etc.

Please join me in thanking Elster Solutions, 
which made this publication possible, and the 
expert contributors for sharing their considerable 
knowledge and insight. 

– Jesse Berst
Founding Editor and Chief Analyst

Acknowledgement
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Chapter 1

By Michael Johnson

Not long ago utilities depended solely 
upon customer phone calls to know which 
areas were affected by a power outage. 
Estimating the size and impact involved 
considerable guesswork based on input 
from those callers, and repair crews were 
dispatched based on that information. 
Power was restored as quickly as humanly 
possible, with an emphasis on humanly.

Enter distribution intelligence. Today, it’s 
not humans but sensors that first pinpoint 
and then report the position of a power 
outage. Moreover, today’s work manage-
ment, outage management, volt-VAR and 
other distribution automation technologies 
have vastly improved past practices.  Even 
so, they represent only one small step to-
ward the better future that awaits utilities 
and their customers. 

Just what will tomorrow’s advances look 
like? And what do utilities need to know 
and do in order to be prepared for – and 
capitalize on – tomorrow’s possibilities? 

Taking meter data to the next level
In the future, the meter data that currently 
fuels today’s distribution automation 
solutions will not only leverage modern 
– and increasingly powerful – analytics, 

it will be integrated into applications 
impacting business operations – from 
billing to customer service to outage and 
voltage management and more.  To derive 
further value from the meter data, these 

How to cash in on smart meters 
for smarter outage management

Elster’s Callisto solution shown here was designed to help utilities analyze events such as         
outages, transformer overloading, voltage behaviors and more.



Page 5The Ultimate Guide to AMI

Chapter 1

applications will be fully integrated with 
each other. That integration will enable 
customized, scripted workflow solutions 
that are accessible to everyone who needs 
them, anywhere they need them.
So – returning to the example above – 
when tomorrow’s utility experiences a 
power outage, a scripted workflow will 
draw upon multiple, data-rich applications 
to enable tablet-based field workers to 
instantly and easily: 

 ■ Identify the affected area

 ■ Isolate the cause

 ■ Locate the nearest available repair crew 

 ■ Dispatch this crew to make repairs by 
the most direct route 

 ■ Make the repairs

 ■ Ping affected meters to confirm power 
restoration

 ■ Update all relevant databases about the 
repairs that were made

Similar efficiencies will be gained in 
other departments throughout the orga-
nization, as well. For instance, analyt-

ical capabilities in diverse applications 
can mine the collected data from many 
scenarios to give operational insights to 
managers on how efficiently the business 
is operating.  Analytics could even make 
recommendations for improvement.

Workflows which ensure proper steps and 
consistent data capture can help make this 
a reality. As you’ll read in my next install-
ment – The secret to unlocking the value 
of meter data – the utilities that will thrive 
into tomorrow will be those with business 

When tomorrow’s utility experiences a power outage, a scripted workflow will draw upon multi-
ple, data-rich applications to enable tablet-based field workers to instantly and easily identify the 
affected area and locate the nearest available repair crew.



Page 6The Ultimate Guide to AMI

Chapter 1

workflow solutions that not only share 
information among numerous systems, 
but also across departments and applica-
tions. This will unlock the full value of 
their meter data and enable employees to 
operate more efficiently, productively and 
consistently.

When a flexible workflow tool 
was demonstrated to dozens of 
utility system operators, project 
managers and engineers in early 
2013, they readily envisioned 
applications to make their own 
business processes easier and 
more efficient. Ideas included 
customer service, troubleshooting 
meters, testing and inventorying new 
meters, managing firmware versions 
by device, checking for outages, 
managing high bill complaints, system 
design, transformer sizing and load 
management and voltage issues 
reported by customers.

Consider an example from Zach 
Flanagan, Applications Developer, East 

Mississippi Electric Power Association:

“Creating outage and damage 
assessments would benefit from a 
work stream process tool, mainly 
because you have users from a 
plethora of backgrounds who may 
not perform this specific task on a 
daily basis. The work stream would 
not only help those users along; it 
will mitigate/minimize the missing 
or incorrect data problems due to 
the user’s lack of knowledge. When 
you have large scale outages due to 
hurricanes, for example, everyone 
helps, which is when you have the 
most inexperienced users and – at the 
same time – you need the work to be 
most efficient.”

Utilities weigh in
Michael Johnson serves as 
product manager for RF Mesh 
Data Collection Solutions for 
Elster Solutions. In this role, he 
works on software strategy 
development, requirements 
management and strategic 
enterprise partner activities.
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Chapter 2

By Michael Johnson

In recent years, our industry has been 
awash in innovative technologies and the 
promise of business transformation. In-
deed, through Advanced Metering In-
frastructure (AMI) we’re now capturing, 
managing and analyzing meter data that 
has the potential to empower utilities and 
customers like never before. The possibili-
ties are virtually limitless. 

But the challenge is to leverage new 
technologies to answer specific business 
opportunities – to convert vast volumes of 
meter data into intelligence that triggers 
timely and informed decisions across the 
enterprise. 

Going forward, the utilities that thrive will 
be those with business workflow solutions 
that not only share information among 
numerous systems, but also across depart-
ments and applications. That is the secret 
to unlocking the full value of their meter 
data and enabling their employees to oper-
ate more efficiently and productively.

Whether or not employees have ever dealt 
with a particular challenge in the past 
will no longer matter. In fact, they won’t 
even need to know where the data resides 
in order to leverage it. Future workflow 
solutions will have the embedded intelli-
gence each worker requires.  Users will 
merely define the problem that must be 
addressed. The workflow will then lead 
them through the steps to solve it, using 
powerful, integrated applications driven 
by critical AMI data. The result?

 ■ Reduced employee training time

 ■ Higher productivity

 ■ Increased consistency

 ■ Improved reliability

 ■ Superior customer satisfaction

And it’s all made possible by connect-
ing meter data with business workflow 
processes. Let’s drill down on how that’s 
going to play out.

4 things to look for in a  
workflow solution

Clearly, a data-driven, application-inte-
grated, business workflow solution can 
bring great rewards. However, specific 
features are critical to deliver maximum 
benefits with minimum disruption, That’s 
why it’s important to look for a workforce 
solution that:

 ■ Works the way you do. Too often, or-
ganizations must adapt to new technol-
ogy. It is intrusive to business processes 

The secret to unlocking the value of meter data 
(Hint: a new kind of workflow)
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and cumbersome for users. The value 
of a workflow tool lies in organizing 
and standardizing the performance of 
predictable tasks that span multiple ap-
plications. As such, you want your tool 
to map to existing processes rather than 
the other way around – rather than forc-
ing your users to adapt to the workflow 
tool. Your workflow solution shouldn’t 
force you to change the way you do 
business. It should improve operational 
efficiency and make your most im-
portant resource – your people – more 
capable, confident and productive. 

 ■ Turns every employee into a  
super-user. The ideal workflow solu-
tion draws upon best-practices to build 
optimized and standardized workflows. 
Employees are guided through those 
workflows via data-rich, integrated 
applications on their computer screens. 
This ensures consistency, improves pro-
ductivity and reliability, and essentially 
turns every employee into a super- 
user – without the time and expense of 
intensive training.

 ■ Makes integrated applications easily 
accessible. Time was, “swivel-chair” 
integration was the standard in work

Leading grid optimization technology 
provider Dominion Voltage, Inc. (DVI) 
delivers advanced solutions for energy 
efficiency, demand response and 
volt-VAR control. When introduced 
to a flexible workflow tool, DVI Chief 
Technologist John Radgowski could 
readily envision ways in which the 
integration of voltage optimization – 
as provided by the company’s EDGE 
solution – could enhance utilities’ day-
to-day operations:

“When a severe storm is coming 
and outage alarms are sounding, 

the scripted workflow could include 
disengagement of conservation 
voltage regulation (CVR) to affected 
areas, then prompt workers to re-
engage voltage optimization when 
service is restored,” said Radgowski. 
“The same holds true for switching 
or construction. If a utility needs to 
take a portion of a circuit down, the 
distribution management user could 
execute a workflow that includes a 
step to disengage CVR at the start, 
and another to reactivate it when the 
system is returned to its normal state.”

A technology provider’s take
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flow, with employees moving from 
monitor to monitor and process to pro-
cess to accomplish a task. Tomorrow 
will bring solutions that eliminate this 
inefficiency – solutions that give em-
ployees everywhere in the organization 
everything they need to accomplish 
their work quickly and easily from a 
single screen. Better yet, it won’t take a 
complicated – and costly – IT project to 
implement these solutions. The applica-
tion integration that makes these solu-
tions possible will typically take place 
only virtually.

 ■ Provides easily controlled and secure 
administrative oversight. The most 
powerful workflow automation tools 

will have limited success without the 
proper administrative controls to ensure 
consistency, ease of use and secure ac-
cess. Designed and approved workflows 
need to be consistent across the organi-
zation (while still taking advantage of 
the creative abilities of your workforce).  
The security of your enterprise and the 
distribution network demands tight con-
trols on who can make changes. Do you 
have personnel from another utility help-
ing with a storm event? They should be 
authorized quickly to work within your 
system on approved workflows. Did 
your employees collaborate to create an 
effective workflow for better managing 
customer billing inquiries? This work-

flow should be approved and shared for 
reuse across the entire organization. A 
mechanism for safely leveraging the 
talents of your workforce will ensure 
greater productivity, job satisfaction and 
an increased sense of ownership. 

The continuing evolution of the smart 
grid will bring many exciting changes to 
our industry, some of which can’t even be 
envisioned today. What we can see now, 
however, is a way to transform day-to-day 
operations of utilities through the integra-
tion of meter data with workflow-driven 
business processes. There is no doubt 
we’ll be hearing much more about innova-
tion in this area as more businesses begin 
to realize its benefits in the days to come.

Michael Johnson serves as 
product manager for RF Mesh 
Data Collection Solutions for 
Elster Solutions. In this role, he 
works on software strategy 
development, requirements 
management and strategic 
enterprise partner activities.
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By Jeff Richardson

The utility industry’s wholesale move to 
smart metering is a foregone conclusion. 
Choosing the right smart meter, however, 
isn’t quite as obvious. 

Not all smart meters are created equal. In 
addition, metering products, marketplace 
requirements and best practices can vary 
widely from region to region throughout 
the world. 

Please note: The recommendations in this 
chapter have been developed for North 
America (including Canada, Mexico, the 
U.S., Central America and the Caribbean).

As you take steps to modernize your grid, 
choosing smart meters that ensure accu-
rate, reliable, safe and secure collection 
of data while protecting your reputation, 
your technology investment and the envi-
ronment well into the future will be key. 

So what exactly should North American 
utilities be looking for when comparing 

choices? It’s all in the details, which are 
outlined for you here.

 ■ Safety first

 ■ Accuracy and reliability

 ■ Dependable performance

 ■ Extended life expectancy

 ■ Minimal environmental impact

 ■ Beyond traditional metering

Safety first 
1. Can the service switch be left in an 
indeterminate state? 

Look for a meter with a service switch 
that cannot be left in an indeterminate 
state – a system that identifies the status 
of the switch and a sensor that can report 
whether load-side voltage is present. If 
your customer is using a backup genera-
tor during a major power outage and the 

20 questions to ask BEFORE 
you buy a smart meter
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switch suddenly closes in to the inde-
pendently energized circuit, the result will 
likely be irreparable physical damage.

2. Does it have a surface-mounted load 
break switch?

Smart meters that come equipped with a 
surface-mounted button for operating the 
load break switch may, at first blush, seem 
like a great idea. It’s best, however, if 
your meters don’t have them. The reason? 
Meters are often located in hard-to-access 
places, and requiring your customers to 
interact with the meter is unnecessary and 
potentially unsafe.  It is one thing to ask a 
customer to check his breaker panel, but 
another thing altogether to ask the cus-
tomer to operate utility-owned equipment.  

3. Does it have adjustable blades? 

Some meters incorporate blades that are 
capable of slightly adjusting their align-
ment. This is a useful, but not always 
standard feature that makes them better 
able to make a solid connection with a 
less-than-perfect socket. Meters that fail 
to make a strong connection could gener-
ate excess heat.

4. Does it have secure connections, espe-
cially current conductors? 

Secure connections are essential to safe 
operation over an extended period of time. 
Open the meters and compare the way in 
which its components are secured, espe-
cially the strength of the connections in 
the primary current path. Mechanical en-
gineering of the meter is just as important 
as its electrical engineering. 

Accuracy and reliability

5. What is the failure rate? 
Most smart meters have a failure rate of ap-
proximately 0.5%. Some – subject to a more 

rigorous verification strategy – have sur-
passed this, achieving a failure rate of 0.3% 
and, in some cases, as low as 0.2%.  Select 
one of these. Though the difference may 
seem small, the fewer failures the better. 

6. Does it have precise resolution? 

Resolution also varies, from as low as 8 
bits to as much as 21. Resolution is im-
portant to measurement precision. Mea-
surement precision is the ability to very 
accurately measure over and over again – 
to achieve accuracy reliably.  With utility 
automation (especially self-healing), pre-
cision is vital to the ongoing health of the 
electric system. Precision is key to ensur-

Black Hills Corporation puts a lot of emphasis on how we select 
electricity meters. Safety in the use of the meter comes first and 
then of course accuracy. The more accurate, the better. We like a 
meter that does better than the minimum standard when it 
comes to revenue metering. After that, we look for reliability both 

of the meter and the company that manufactures the meters. We’re in this for 
the long term and our suppliers better be too. Other critical features are the 
extended capabilities of the meter and the ease of use when it comes to meter 
software and configuration.”

– Kevin Howard, Lead Meter Mechanic, Black Hills Power
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ing that your automation will perform as 
planned for many years to come.   

7. Does it have a supercapacitor? 

Some smart meters use batteries to keep 
time across a power outage. The use of a 
supercapacitor can either prolong battery 
life or reduce the need for a battery in a 
meter. Some smart meter designs don’t re-
quire a battery. Find out what your chosen 
meter uses and why. 

8. Does it store data in the meter, not the 
communications module? 

The meter is still the cash register; don’t 
forget this paramount function.  Your meter 
shouldn’t sacrifice any measurement accu-
racy or precision for the sake of achieving 
convenience. Choose one that performs all 
functions and stores the data in the meter 
itself, not in the communications module. 
Meters that conduct these functions inter-
nally are not only more accurate, but also 
much easier to audit, as the meter is gener-
ally considered to be the ultimate authority 
in the case of a dispute or disagreement.

9. Does it identify and report anomalies? 

Unfortunately, anomalies sometimes  
occur in interval data, due to events such 

as power outages and clock adjustments. 
Choose a meter that is able to identify and 
report these anomalies so that the data can 
be correctly interpreted. Accuracy and 
billing verification will both be enhanced.

Dependable performance

10. Does it have an opaque cover? 

Opaque plastic covers or housings signifi-
cantly reduce thermal gain and internal 
heating, improving accuracy and extend-
ing the life of the meter. Standard on most 
meters, this is an important design feature 
you don’t want to be without.

11. Does it exceed ANSI standards? 

While all meters used in the U.S. must 
meet the ANSI standard, only some 
exceed it. Look for a meter that’s been 
subjected to additional engineering and 
manufacturing tests designed to guaran-
tee even greater accuracy and reliability. 
For example, manufacturers that perform 
thermal cycling on every meter board as 
part of their production process achieve 
higher reliability. 

As one of the world’s largest electrical and data communication 
distributors, WESCO is a partner to our customers in helping them 
make the best decisions with regards to their supply chains. We 
see the process many utilities use to make their meter purchasing 
decisions. We recommend manufacturers who deliver value to the 

utility in terms of corporate financial strength, excellent customer service, 
robust products and continuing innovation.

Most utilities show a definite preference for meter manufacturers who make 
their work lives easier; that is, meters that deliver greater accuracy, superior 
reliability, ease of configuration and installation, ability to avoid obsolescence, 
and so on. Meters are the utility’s cash register after all. You don’t want to risk 
your long-term revenue with a short-sighted purchase.”
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Extended life expectancy
12. What are the warranties and return 
rates?

Meter failure rates tend to follow a “bath-
tub” curve – that is, they’re highest imme-
diately following deployment and as the 
end of their normal life expectancy ap-
proaches. Ask about a meter’s longevity, 
and for added assurance, check the manu-
facturer’s warranty and return rates.
13. What is the technology lifecycle and 
is firmware field upgradable? 

Choose a meter provider that won’t force 
obsolescence. Technology is changing rap-

idly; you want a meter that can be readily 
and remotely modified or upgraded. Look 
for a vendor whose early smart meters are 
still in use today and whose newer firm-
ware for metrology and communications 
is downloadable to current hardware. 

14. How many openings does it have in 
the base (and how small are they)? 

Look for a meter that has fewer or smaller 
openings in the base. Openings can let in 
water or insects that may cause damage to 
the meter. This is especially important in 
higher voltage installations. 

Minimal environmental impact
15. Does it snap together and does it 
have the recycling symbol? 
For minimal environmental impact, 
choose meters that snap together. They’re 
easier to disassemble and therefore easi-
er to recycle or repurpose.  Look for the 
recycling symbol. Less desirable compo-
nents can be separated and recycled or 
discarded, while other parts can be re-
used.

16. Does the manufacturer use sustain-
able manufacturing? 

By using common components across 
the product line, some meter manufactur-
ers exhaust surplus materials from one 
product by employing them in another, 
different product. Besides reducing waste, 
this tactic eliminates the need to invest 
in additional designs and materials, thus 
diminishing the cost of production and the 
price of the meter. Ask vendors about their 
design and manufacturing practices.

17. How much energy does it use? 

Some manufacturers have also managed 
to decrease the amount of energy their 
meters need to function properly. Thus, 
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they’ve also lowered the meter’s internal 
temperature (improving safety and reli-
ability), reduced parasitic load (lowering 
operating costs) and helped slash the 
number of power plants required to fuel 
the smart grid. Keep this in mind when 
evaluating your meter options.

Beyond traditional metering

The uses and associated value of smart 
meters are growing, including applications 
extending beyond traditional revenue 
billing. For example meters, and meter 
communications, are now being used as 
distribution voltage sensors for outage and 
restoration management, as well as for 
connectivity to distribution network edge 
devices.  To support these emerging appli-
cations, the following meter and commu-
nications features are important.                                               

18. Does it have accurate and flexible 
voltage monitoring and does it store 
profiles in a non-volatile memory? 

Accurate and flexible voltage monitoring 
is one of the more important applications 
of meters. Meters must measure voltage 

accurately and need to be able to detect 
changes using programmable thresholds 
with event logging and notification. Volt-
age profiling stored in the meter’s non- 
volatile memory is also essential for post-
event analysis. 

19. Does it have flexible communications 
including remote reprogramming? 

Meters need communication flexibility to 
allow transport of appropriate messages 
based on the application.  They should 
also offer the ability to be remotely and 
securely reprogrammed, especially for 
communications capability and protocols. 
This is particularly important as the appli-
cations of technology evolve.

20. Does it have robust security? 

Meters and metering communications 
modules must support robust data securi-
ty capabilities, including encryption and 
as well as segregation of differing types 
of data traffic.  This is increasingly im-
portant as distribution applications more 
tightly converge with traditional revenue 
metering.

All meters are not 
created equal
Many in the industry assume that all 
smart meters are more or less alike: a 
smart meter is a smart meter is a smart 
meter. In truth, their design, construction, 
testing and production lead times can 
vary. Moreover, as the source of most of 
the data, the measurement interface with 
your customer and the part of the system 
where you’ll make the biggest financial 
investment, they’re the most critical com-
ponent of your AMI deployment and one 
of the most important choices you’ll make. 

Buyer beware. And be smart.

Jeff Richardson is Senior 
Product Manager - Electricity 
Metering, Elster Solutions. He is 
the product manager responsible 
for Elster’s electricity metering 
product line. He has served on 
several industry technical 
committees, including the ANSI 

communication protocol committee and 
Measurement Canada joint working groups on 
firmware updates and VA calculation methods. 
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By Chris Germano and Christine Cole

For many years now, forward-thinking 
utilities around the world have invested 
in technology solutions to help run their 
operations more efficiently. In fact, as far 
back as the mid-80s, companies began 
deploying Automated Meter Reading 
(AMR) systems to obtain data that is 
difficult to access, reduce costs and enable 
more accurate and timely billing. Though 
a major step forward in the realm of meter 
reading, AMR systems all had one im-
portant shortcoming: they offered no abil-
ity to communicate from the utility to the 
meter. This one-way-only communication 
significantly limited AMR capability. 

The evolution in communications tech-
nology added two-way communications 
networks, today’s hallmark of Advanced 
Metering Infrastructure, or AMI. In fact, 
we would submit that it is not the fixed 
network, but rather two-way communica-
tions that are important. Walk-by, drive-

by or even fly-by data collection – as long 
as it is capable of robust two-way messag-
ing – can be incorporated into the evolv-
ing network of networks that is AMI. 

More ways to enhance 
operations
Today’s AMI solution is a sophisticat-

ed array of electronic/digital hardware 
and software that combines interval data 
measurement with continuously available 
remote communications to enable two-
way messaging for command and control 
as well as the exchange of data – both 
from the meter to the utility and from the 
utility to the meter. 

The AMI Communications Network: Where 
it’s headed and how to get there from here
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The result? 

With AMI, utilities can move from merely 
reading meters automatically to actually 
managing and controlling key aspects of 
the grid. And with modern analytics and 
predictive science, a whole new world 

awaits when it comes to automating, 
predicting, monitoring and controlling the 
grid, enabling self-healing capabilities and 
creating entirely new relationships be-
tween utilities and their customers. 

This also opens up new opportunities for 

AMI and Distribution Automation (DA) 
convergence via the ability to monitor and 
control DA grid devices through the AMI 
communication networks. 

Another consideration is the availability 
of low-cost cellular service for point-to-

In the last few years there has been a steady progression 
in communications requirements for utility field automation 
applications as the applications themselves have become 
more advanced. One-way and narrowband proprietary 
communications  networks that were the choice of many 
utilities a few years ago have given way to more advanced 
high bandwidth, two-way communications supporting real-
time situational awareness and control of the distribution 
substation and feeders. Many utilities are in the process of 
specifying and implementing the next stage in that evolution 
that incorporates capabilities such as distribution automation, 
substation automation and video security. Many utilities 
initiated deployment of their smart grid with AMI. However, 
AMI is just one of many applications required to fulfill the 
smart grid vision. 

Distribution automation and control, outage management, 
demand response and mobile workforce applications will 
work together to help utilities more efficiently leverage 
assets in the field and make the vision a reality. Deploying 
and managing separate networks for each application 
is not cost-effective. A single, standards-based, high-
performance network that aggregates communications for 
multiple applications and subnets is simpler to manage 
and creates a better ROI. Over the next three to five years, 
additional applications for smart grids related to distribution 
automation, distributed generation, electric vehicle integration 
and substation video security will indeed require the 
enhanced functionality expected in the next-generation grid 
communication network.

– Adam Guglielmo, Director, Business Development,  
ABB Tropos Wireless Communication Systems

As the smart grid advances, so do network 
communications requirements
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point, cellular-connected smart meters. 
Utilizing high-speed, IP-based cellular 
networks presents numerous opportunities 
for the utility to take advantage of new  
applications for smart electric metering 
that require real-time, high-speed net-
works (i.e., prepay, outage management 
and voltage conservation monitoring).

The AMI promise: smarter 
technology for a smart grid

What exactly should you expect from an 
AMI solution? 

 ■ Greater robustness. The NAN mesh 
communication networks should be 
capable of reliable self building and 
self healing. The networks should also 
support the ability to migrate to new 
standards as they become available. 
For example, migrating to a full-scale, 
IP-based protocol platform that sup-
ports all applications would lower costs, 
minimize training and maintenance, 
and offer a future-proof communication 
solution.

 ■ Improved versatility. Utilities should 
not be limited to one form of communi-                                                    
cation protocol when constructing their 

networks. They should be empowered 
to use a mix of technologies with com-
munication networks able to accept 
data transmitted across any media. A 
versatile AMI system will be able to 
support many communication technolo-
gies concurrently, using a hybrid solu-
tion of cellular meters, mesh network 
meters and even two-way walk-by/
drive-by communication systems.                       

 ■ Better security. Some current AMI 
systems, lacking a standard commu-
nication protocol, have incorporated 
post-production security mechanisms. 
In a truly secure IP network, a stan-
dardized security system (for example, 
ANSI C12.22 with its standardized en-
cryption algorithm) is incorporated into 
the endpoints, communication mecha-
nisms and head end, thus ensuring a 
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standardized robust and secure AMI 
solution.

 ■ Enhanced flexibility. Technology is 
constantly advancing, and today’s com-
ponents can quickly become obsolete. 
Time and money are lost removing, 
discarding and replacing old meters 
with new endpoints whenever meter-
ing vendors update their systems. AMI 
solutions should incorporate endpoints 
that are capable of remotely upgrading 
communications protocol.  

 ■ Distributed intelligence and storage. 
Future technology improvements will 
also likely grant FANs/WANs the abil-
ity to make more decisions on the spot 
as well as store vast amounts of data. 
This will enable NANs to support the 
control and management of microgrids, 
which will greatly improve the reliabili-
ty and efficiency of the grid as a whole.

A brighter future for utilities  
and customers
So what is the AMI communication sys-
tem of tomorrow? Simply put, it isn’t just 
for AMI. The future of grid communica-
tions goes far beyond just meters or just 
distribution automation or just communi-
cations support for today’s intelligent end 

devices. Soon an integrated, robust, highly 
reliable network will support ALL these 
devices and applications and very likely 
some we haven’t even thought of yet. 

The future is a ubiquitous, scalable system 
of communication that supports AMI, DA 
and SCADA. It will utilize many different 
types of technologies for data transmis-
sion including mesh, point-to-point, wired 
and wireless, with the decision on which 
to select determined by the best available 
option for each node. It will be IP-based, 
allowing addressing to individual devices 
and peer-to-peer communications. It will 

be highly adaptive and flexible, allowing 
for additional devices to be easily added 
to the existing network. It will be robust 
and secure, adhering to all environmental 
requirements and utilizing open standards 
to ensure seamless integration. 

Most importantly, the next-generation 
grid communication network has a well-
thought-out migration path that will ac-
commodate and support legacy equipment 
in the field. 

This means that as newer technology 
becomes available, older protocols will 
still be supported and will share the same   

Today’s wireless technology provides meaningful improvements in network 
performance. Bandwidth, latency, reach and reliability have all improved. Elster’s 
wireless technology is a great example. Elster has deployed over 120 wireless 
networks at public utilities, cooperative utilities and investor-owned utilities. 
Elster’s third-generation RF mesh is capable of one-mile hops and can extend to 
16 hops without the use of separate collectors or repeaters. Today these higher 
performing, wireless networks are as suitable for many rural applications as 
they are for urban applications.
                      –  Glenn English, CEO of the National Rural Electric Cooperative Association

Wireless communications have come a 
long way over the last 10 years
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network infrastructure and be secured 
using state-of-the-art technologies.

The next-generation grid communication 
network will be managed by a single head 
end platform with access to both network 
management functions as well as analyt-
ical tools. This head end application will 
be easy to use and will be secure, scalable 
and flexible – allowing future tools and 
capabilities to be added simply and easily. 
The future is a vastly improved network 
management user experience.

So what does this mean for endpoint 
devices? To support the next generation of 
grid networks, the meters installed tomor-
row must be smarter, flexible, robust and 
secure from a communications perspec-
tive. These devices must be able to adapt 
to whatever technology choices have been 
made with regards to transport, protocols 
and management. These devices must be 
able to perform basic analysis and sup-
port new functionalities without requiring 
an interaction with the control center. 
As always, they must be highly accurate 
and robust because customers depend on 
them. 

Through a smart grid built on advanced 
communications network technologies, 
next-generation AMI solutions with 
“smarter” smart meters will be able to 
leverage these technologies, becoming 
more intelligent, more secure, more re-
silient, more versatile and more efficient. 
Consequently, the next-generation AMI 
solutions will enable utilities to: 

 ■ Instantly sense outages and trigger   
corrective action

 ■ Automatically route and manage power 
to respond to changing conditions

 ■ Employ in-home devices to apprise 
customers of their energy usage pat-
terns, then shift loads to reduce overall 
and peak demands

 ■ Bill individual customers according to 
their unique usage patterns

 ■ Tackle many and various future appli-
cations for the data being collected

In short, the technology advancements 
made possible through grid and AMI 
advanced communications networks will 
empower your utility – and your custom-
ers – like never before.

Chris Germano, Director of 
Strategic Alliances, is 
responsible for Elster’s 
partnering and alliances. He 
manages partner relationships, 
including those strategic 
partners that provide Elster 
products and solutions for WAN 

communications. He works closely with Elster 
Product Management teams worldwide to 
provide the best-in-class partner solutions in all 
areas of AMI and smart grid, allowing Elster to 
provide a comprehensive AMI solution.

Christine Cole, Senior Product 
Manager - Communications, is 
responsible for Elster’s 
communications strategy for 
AMI, DA and smart cities 
solutions. Christine creates and 
manages product line 
roadmaps to ensure strategic fit 

with the corporate portfolio. She works closely 
with strategic partners and Elster teams 
worldwide to create and drive best-in-class 
communications solutions for the global market.
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By Pat Corrigan

Over the last several decades, communi-
cations systems were generally designed 
and implemented to perform a narrow-
ly defined set of tasks or applications. 
Though very effective in their assigned 
roles, they were quite limited in their 
ability to grow and add value in other 
areas. Thus, as the advantages of existing 
solutions and the case for automating ad-
ditional tasks became clear, utilities were 
compelled to deploy a distinct system for 
each new application. 

The result? 

Today, utilities often have separate com-
munications solutions in place for resi-
dential automated meter reading (AMR), 
commercial and industrial AMR, ad-
vanced metering infrastructure (AMI), 
supervisory control and data acquisition 
(SCADA) and workforce management 
(WFM) – not to mention individual de-
mand-side management systems (DSM), 
distribution management systems (DMS), 

and more – all of which need to work to-
gether to maximize business benefits.

To date, this has been made possible by 
connecting devices, communications and 
software to provide multiple but separate 
system solutions. We call this 2D interop-
erability, and there’s no denying that utili-
ties have become very proficient at it.

3D interoperability:  
a story of promise 
In a September 2009 paper, the Gridwise 
Architecture Council (GAC) defined in-
teroperability as the “capability of systems 
or units to provide and receive services 
and information between each other, and 
to use the services and information ex-

3D interoperability: Why utilities should 
make the leap and reap the benefits
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Consider the automated outage manage-
ment system (OMS) as an example of the 
importance of full 3D integration/interoper-
ability. An OMS is a collection of hardware, 
telecom and information systems and appli-
cations that enable electric utility employees 
to better detect, evaluate and manage utility 
responses to customer power outages. Mul-
tiple systems and applications from diverse 
vendors enable the OMS. All these systems 
must of course interoperate seamlessly for 
an efficient management of power outages.

A customer information system (CIS) pro-
vides information about customers affected 
by an outage, including contact information, 
geographic location coordinates, critical life 
medical support systems, disconnection for 
an unpaid bill, and so on. The CIS can be 
part of a more comprehensive enterprise re-
source planning (ERP) solution that includes 
fixed and mobile work and workforce man-
agement that can be used to mobilize utility 
employees. The mobile workforce manage-
ment may be augmented with automatic 
vehicle location (AVL). The CIS must allow 
access from the OMS and other systems. It 
is always advisable to use standardized pro-
tocols for these application protocol interfac-

es (API). The vendors of these systems must 
publish their APIs and these interfaces must 
be thoroughly tested.

A geographic information system (GIS) can 
be used not only to identify and display what 
utility assets are affected, but also display 
where affected customers are located and 
connected to the network. It may include 
mobile applications that enable field crew 
navigation, facilities inspection, damage 
assessment and restoration logistics. Again, 
standard APIs make this exchange of data 
much more efficient and application integra-
tion much simpler. 

Engineering analysis (EA) software can help 
establish the location/cause of a power out-
age and be used to evaluate sectionalizing 
and switching schemes, accelerating repair 
and restoration. The underlying detailed 
circuit model can be used to more accurately 
and quickly identify all customers affected by 
an outage. Of course this is another example 
of the need for standardized APIs.

In addition to a utility’s telephone system, 
employee and customer communications 
may include interactive voice response (IVR), 
remote call centers, email, text messaging, 

social media, web portals and mobile apps, 
all helping to ensure adequate, effective 
communications with all stakeholders. Once 
again, application interfaces must be tested.

A supervisory control and data acquisition 
(SCADA) system can provide real-time data 
including power on/off, voltage and current. 
Smart meters, including some legacy AMR/
AMI systems, can provide similar information 
to help determine who has lost power (and 
who has power restored). A utility can “ping” 
smart meters in the vicinity of a reported 
outage to speed determination of the extent 
and cause of an outage. This is where the 
outage is first identified so the interfaces 
and end-to-end integration starts here and 
ends at the enterprise applications de-
scribed above.

OMS is a mission critical application that 
must operate dynamically in real time. There 
is neither time nor resources to waste on 
data conversions, applications patches or 
hardware modifications. While point-to-point 
connectivity and communicability are helpful, 
only true 3D integration and interoperability 
between the devices, the communication 
network and the enterprise applications will 
maximize its effectiveness.

—  Steven E. Collier,  
Vice President of Business Development,  

Milsoft Utility Solutions

Streamlining outage management:  
A case in point for 3D interoperability



Page 22The Ultimate Guide to AMI

Chapter 5

changed to operate effectively together in 
predictable ways without significant user 
intervention.”  The paper goes on to say 
that a planned study would be based on 
results in other industries and that “ex-
amining the financial and related benefits 
from peer industries presents a possible 
model for the electricity network of the 
future where information becomes inter-
active across heterogeneous systems and 
decision-making becomes distributed.”

This implied need for system-wide in-
teroperability across the smart grid is a 
leap forward that will require a different 
mental model. It’s one Elster describes as 
3D interoperability. Extending beyond the 
GAC definition to include peer-to-peer 
communications and the sharing of net-
work infrastructure across devices and 
applications, 3D interoperability encom-
passes vertical, horizontal and deep in-
teroperability. 

Previously disparate applications now be-
come part of a single network architecture 
that shares infrastructure including com-
munications and cybersecurity. The model 
also includes peer-to-peer level communi-
cations.

What exactly does vertical, horizontal 
and in-depth interoperability mean for 
utilities? The 3D model aspires to a full 
three dimensions of freedom – in other 
words, technology can move along any 
axis without disrupting existing technolo-
gy along other axes. This assures technol-
ogy transparency across the solution set 
to support ongoing convenience, cost and 
appeal.  Moreover, it eliminates the rip-
pling upgrade costs commonly associated 

with past 2D implementations, thereby 
promising much lower system mainte-
nance costs.

Beyond the financial benefits, the  
overarching advantages to 3D interopera-
bility accrue across a broader stakeholder 
footprint than those afforded by the 2D 
model. Why? Previous system approaches 
using the 2D model were localized, with 
benefits to stakeholders as constrained as 
the architecture itself. 

For example, AMR systems and some 
AMI solutions have traditionally been 
deployed with little regard for outage 
management systems (OMS).  However, 
with a 3D approach that interfaces the 
meters and the communications directly 
to the OMS, near real-time power status 
of each homeowner can be conveyed 
using the same infrastructure.

And that’s not all. Moving to three-di-
mensional interoperability will bring 
myriad benefits to major stakeholders, as 
outlined in Elster’s 360 Degree Solution 
Model chart on the next page.

Of course, to reap these rewards, it’s 
important to recognize the significance of 
the underlying infrastructure. For many 

Previously disparate applications now become 
part of a single network architecture that 
shares infrastructure including communica-
tions and cyber-security. The model also in-
cludes peer-to-peer level communications.
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of the applications, knowledge is criti-
cal – even perishable. If accurate data is 
not received, understood and acted upon 
in a timely manner it may be useless or 
greatly diminished in value. At a technol-
ogy level, certain network bandwidth and 
latency performance will be necessary. At 
a cyber-security level, effective protection 
will be essential.

From the meter and beyond
3D interoperability is important at all 
levels on the smart grid infrastructure. At 
the meter level, this requires smart meters 
that take emerging standards and tech-
nology into account and which result in 
interoperable devices capable of support-
ing any RF mesh radio technology as well 
as other technologies, including Ethernet. 
This will enable utilities to install smart 
meters today that can be read using lega-

cy processes but which can later be pro-
grammed to run the next generation of 
RF mesh and other AMI network choices. 
The meter should be capable of being up-
graded to meet the standards that evolve 
from organizations like the IEEE Smart 
Utility Network’s (SUN) Task Group 4g. 

The goal of SUN is to provide a global 
standard that facilitates very large-scale 
process control applications capable of 
supporting large, geographically diverse 
networks with minimal infrastructure, 
with potentially millions of fixed end-
points. Elster’s REXUniversal® meter 
was designed with such 3D interoperabili-
ty in mind.

Across the globe, today’s electricity net-
works are part of our vital global infra-
structure. In the United States, many 
of these networks are tied together and 

cover wide swaths of our population. It’s 
through a broadened vision and conceptu-
al thinking that we can take the next step 
together. By considering all of our stake-
holders early in the design process and 
creatively applying advancing technology, 
we can achieve 3D interoperability to 
deliver the 360 degree solutions of tomor-
row.

Pat Corrigan is Vice 
President, Public Utilities for 
Elster Solutions.  In this 
capacity, Pat is responsible for 
Elster Solution’s public-owned 
utility and member-owned 
utility market and sales 
strategy. Pat has extensive 

background working in the utility industry to 
improve business processes, develop marketing 
strategy, develop IT solutions, and manage 
products and markets.

Speaking the same language: What cars 
and the power grid have in common
Let’s compare the 3D interoperability model to 
the operation and maintenance of the modern 
automobile. When repairing a car, parts can 
be duplicated and replaced with newer parts,

thanks to the existence of national industry 
standards. From the very basics of the socket 
to the threads on the bolts, standards allow 
this car to be evaluated and worked on by 

practically any mechanic equipped to serve 
that model. Not only do the basic physical 
components of the car comply with standards, 
so do the on-board computers and sensors 
built into modern vehicles. Over the past few 
decades, these high-tech communications

                                                       Continues >
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Cars and the grid...
systems have helped transform cars from 
bulky gas-guzzling behemoths to sleek, 
high-performance technological wonders, 
more efficient, comfortable and safer than ever 
before in history.

Within today’s car, computers interact with one 
another and with sensors located throughout 
the vehicle (the 3D interoperability model) as 
well as with the driver (the operator). By lis-
tening to all of the inputs from these various 
sources, including air pressure, air temperature, 
throttle position and oxygen, to name a few, the 
on-board computer ensures reliable, consistent 
operation without compromising any of the 
components’ original functions and intentions. 

With the addition of each device, communi-
cations network path and application, the 3D 
interoperability model becomes more compli-
cated as information exchanges increase. The 
key to the success of all of these computers 
and sensors “speaking” to one another clearly, 
reliably and consistently is the real-time ex-
change of information in a standard format. 
In order to maintain overall performance, the 
existence of data communications standards 
is just as important as the standards for any of 
the other parts of the car. 

In an automobile, each device, application 
and system was designed and engineere-
to accomplish specific tasks. When those 
stems exchange information to other sys-
tems, they must all speak the same lan-
guage orthe performance of that operation 
fails, which typically leads to the failure of 
other operations. This ability of these high-
tech components to all speak the same lan-
guage ensures that the message is always 
received in the same manner. 

When you depress the accelerator in the car, 
you have certain expectations that the car 
will go. How that information is transmitted 

to the on-board computer and to the other 
systems needed to make that happen is 
irrelevant to the driver as long as the expec-
tations are met. The exchange of computer 
data through standards has been developed 
and applied throughout the electric utili-
ties industry in its use of communications 
systems to run the power grid and in-house 
operations. 

One such interoperability standard is Mul-
tiSpeak®. MultiSpeak serves to meet 
the expectations among systems offered 
throughout the utility market, allowing a wide 
variety of products to speak to and under-
stand one another. Utility operators shouldn’t 
have to worry about how information will be 
exchanged among its communications sys-
tems. Just like the driver of a car, an engineer 
or IT professional should be able to simply 
apply a standard like MultiSpeak to connect-
ed devices and software and get the desired 
results without worrying about performance 
or system failure. 

— Doug Lambert,  
MultiSpeak Program Manager,  

National Rural Electric  
Cooperative Association
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By Ed Beroset

Confidentiality. Integrity. Availability. 
These three supreme goals of information 
system security apply across all indus-
tries. So it’s no surprise that the bench-
marks of smart meter and smart grid 
security are: 

 ■ Ensuring that authorized people have 
access to specific information and oth-
ers do not (confidentiality)

 ■ Certifying the validity and reliability of 
information resources (data integrity) 

 ■ Preserving the ongoing functionality of 
the system (availability)

Just what does your utility need to know 
to be confident that these goals have been 
accomplished and your Advanced Me-
tering Infrastructure (AMI) systems are 
protected? In a world where technology is 
advancing at breakneck speed and stan-
dards are continually evolving to keep 
pace, perhaps the key to assuring long-
term AMI security lies more in asking the 

right questions than in seeking particular 
answers. That’s why this chapter focuses 
on probing queries that smart utilities can 
inquire of themselves, and their technol-
ogy providers, to better understand their 
security needs and how to meet them. 

3 important questions for you
1. What are you protecting?
When it comes to the smart grid, precisely 

what needs protecting depends largely on 
who you ask: 

 ■ Energy consumers want to know that 
any personally identifiable information 
(PII) stored in the system is used only 
by authorized agents for authorized 
purposes. 

 ■ Technology providers are most inter-
ested in securing intellectual property 

The 3 ultimate goals of AMI security 
(and how to achieve them)
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and trade secrets embedded within the 
system’s software and hardware. 

 ■ Regulatory agencies are invested in 
protecting the bulk electric system and 
in safeguarding the integrity and accu-
racy of billing data. 

 ■ Utilities are concerned with ensuring 
that only authorized agents have access 
to – and can read and control – system 
components.

In short, there are multiple constituents 
with investments in the smart grid, all of 
whom have their own perspectives as to 
what needs protection. If you don’t know 
(or don’t agree with your technology pro-
vider about) your priorities, it’s unlikely 
that you’ll know (or agree) that the protec-
tion is adequate. Have a conversation with 
your vendor to be sure your views are in 
sync and that the parts of your system that 
need protection get the care and attention 
required.

2. From what (or whom) does it need 
protection?

If you want to keep a cookie jar from a 
two-year-old, storing it on a high shelf 
should suffice. But to protect a multi-  
million-dollar, 14th century Ming dynasty 

vase from art thieves, a high shelf alone 
won’t be adequate – you’ll need far more 
advanced and expensive measures. All of 
which is to say both the value of the object 
being protected and the sophistication of 
the threat dictate the degree – and cost – 
of required security. The same principle 
applies to smart grid protection. Talk to 
your vendor about the expected level of 
threat to your system so that correspond-
ing protective mechanisms can be put into 
place.

3. What policies, procedures and/or 
practices do you have in place to ensure 
that your people protect your system?

The best technology in the world can be 
undermined by avoidable human error. 
Ask yourself if training is adequate, poli-
cies are enforced and your people are part 
of the security solution and NOT part of 
the problem. 

7 critical queries for vendors
1. What security measures does your 
system employ?

Don’t settle for vague or imprecise an-
swers to this question. Any reputable 
vendor will be able to give you a clear and 
detailed answer. Furthermore, don’t 

accept the excuse that the security mea-
sures are proprietary and top secret. As 
any security expert can attest, in modern 
systems, it is not a secret algorithm, but a 
secret key, that ensures security.

2. How do you know that your system is 
secure? 

Though we intuitively think of security as 
a binary value (e.g., the cookie jar is either 
secure or insecure on the high shelf), 
when it comes to the smart grid, securi-
ty should be understood as a non-linear 
continuum of postures. This, of course, 
makes it tricky to determine whether or 
not a system is sufficiently secure. What 
you’re looking for from a vendor is ev-
idence of testing, design validation and 
quality assurance to give you the confi-
dence that “security” isn’t just a buzzword 
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but a real and integral facet of the deliv-
ered system.

3. Has your system been evaluated by 
third parties? 

Unlike the last question, this one has a 
simple answer: “yes.”  Security evalua-
tion can discover issues that would only 
occur when devices are in operation. It 
is important that third-party evaluations 
become more comparable and consistent 
over time, leading to the need to have in-
dustry standards for security evaluations.  
This consistency will enable security cer-
tifications instead of security audits. 

4. How would you react if a new threat 
were discovered tomorrow?

No one can predict the future, and it 
would be unreasonable to expect your 
vendor to have a detailed response plan 
for every possible threat on the horizon. 
However, it is fair to ask your technology 
providers if they’ve considered potential 
future threats and how they’re working to 
stay one step ahead of them. And if they 
did discover something, you will probably 
want to make sure that they have a system 
by which they could and would inform 
you.

One case study of a failure of security by 
obscurity is that of an unnamed distributed 
systems vendor. This vendor created its 
own wireless communications protocol, 
which was complex and proprietary to the 
vendor. 

The vendor assumed that since its own 
proprietary modulation was being used, 
along with its own error correction and 
interleaving format, no attacker would 
be able to intercept communications, let 
alone forge them.

To prove the vendor wrong, we reverse 
engineered the entire protocol stack from 
RF captures. With modern RF communica-
tions tools such as software radios com-
bined with signal processing and analysis 
tools, one can quickly make sense and 
perform data recovery on even the stron-
gest proprietary modulation.

Once the RF signals have been translated 
back to 1s and 0s, the task of turning a bit 

stream back into the information it rep-
resents begins. By observing differences 
between a number of similar packets, we 
were then able to identify the error correc-
tion and interleaving mechanisms in place.

After removing the error correction and 
interleaving from the messages, we were 
then left with only the task of understand-
ing the vendor’s message formats and 
checksums. Message formats are typically 
straightforward to understand: messages 
typically have a ‘to’ address and some-
times a ‘from,’ along with a command to 
execute or data to convey. By examining 
multiple messages, an analyst can easily 
discern the structure of the messages.

Checksums are a bit harder, but mathe-
matical analysis techniques can easily be 
used to determine parameters for com-
mon checksum routines such as CRCs.

When all was said and done, we were able 
to completely intercept and forge the ven-
dor’s proprietary communications protocol. 
Making proper use of strong cryptography 
would have prevented the entire attack.

– Nate Kube,  
Chief Technology Officer,  Wurldtech 

Security Technologies

Security by obscurity is no security
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William (Willie) Sutton was a creative Amer-
ican bank robber during the early-20th cen-
tury.  During his 40-year criminal career he 
stole an estimated $2 million, and he spent 
more than half of his adult life in prison. 
Sutton (pictured here) is known for the urban 
legend that he said that he robbed banks 
“because that’s where the money is.”

Today, information is the currency of choice. 
The customer energy usage information that 
is being unleashed by the digital technolo-
gies of the smart grid is “where the money 
is.” This information is valuable to electric 
customers, the electric utility and to the util-
ity’s partners – but it is also valuable to peo-
ple, like Willie who could use it to disrupt the 
power grids, or steal personal information for 
personal gain. Utilities need to embrace data 
protection and privacy safeguards concern-
ing meter data because of the Willie Suttons.

Willie would have liked the smart grid be-

cause robbery can 
happen anywhere 
on the grid. Attacks 
can be made at 
endpoints and inter-
faces at any loca-
tion along the smart 
grid, for example, 
customer meters, 
switches, gate-

keepers, applications, data bases - including 
phishing your smart grid personnel. Each 
point along the system is an opportunity for 
exposure and exploitation.

Training utility staff is a critical element of 
smart grid security. The best security tech-
nology in the world can’t help you defeat 
the Willies unless employees understand 
their roles and responsibilities in safeguard-
ing sensitive customer data and protecting   
company resources and coworker informa 
tion. They also need a basic knowledge of 

other risks and how to make good judg-
ments about operating and maintaining the 
smart grid.

For the smart grid to be a viable solution, 
utility staff must guarantee that data is kept 
confidential, that data integrity is maintained 
and that data availability can be sustained. 
The maintenance and operation of the smart 
grid requires smart (like the grid), trained 
personnel who understand the implications 
of their work on the security of and protec-
tion of customer data. Also, training and 
educating customers can greatly help your 
overall security posture. In essence, security 
of the smart grid is everyone’s job, and both 
smart grid staff and customers need to be 
trained to understand their roles in keeping 
the smart grid Willie-free.

– Paul Pauesick,  
Director of Information Technology,  

KC Board of Public Utilities

Security gives me the willies
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5. Are you using encryption? 

The simple acceptable answer to this 
question is also “yes.” Note, however, that 
not every communication link or storage 
medium requires encryption, and differ-
ent uses often dictate different encryption 
mechanisms. Consequently, it is far better 
to determine where and why encryption is 
used – and where it isn’t – than to simply 
prescribe one mechanism for all parts of 
a system. Furthermore, using encryption 
doesn’t necessarily guarantee that you 
will receive the intended benefit. It must 
be used correctly. For this reason, a sim-
ple “yes, we’re using encryption” is only 
a start; more detailed analysis of how the 
encryption is used and implemented is 
required to assure adequate security in a 
new system.

6. How do you store passwords and 
encryption keys?

Most new systems employ encryption 
keys, passwords or both. To preserve the 
integrity of the system, these must be 
carefully stored and securely accessed. 
This means passwords and encryption 
keys should not be easily extracted from 
the system, especially by remote means. 

It also means that technology providers 
shouldn’t ship devices with factory default 
passwords that must be re-set by the util-
ity. Ask if your vendor can pre-program 
specific devices with unique passwords 
rather than relying on its customers to 
change the default. Deploying devices 
with default (and often well-known) pass-
words is a common mistake and frequent 
cause of security audit findings.

7. How do you manage encryption keys?

While the complex mathematics involved 
in data encryption is well understood, 
how to manage all of these keys is not. 
The reason is simple: logistics. Imagine a 
utility that has two million devices in one 
territory, each of which needs a unique 
encryption key and pairs of which must 
be able to communicate with each other. 
Devising a system for distributing these 
keys, preventing duplication, changing          

them and revoking them is extremely 
complex and difficult. However, it’s also 
critical. So be sure to ask your vendors 
how they are managing encryption keys. 
If the answer is detailed and thorough, 
you’re in good hands. If it’s short and sim-
ple, you should look deeper and may need 
to consider alternative solutions. 

Ensuring smart grid security is a complex 
and difficult process. And so is evaluating 
a vendor’s security measures. Choosing 
any system “because NIST said we have 
to” or “because our security guy said we 
should” may be the easiest course, but in 
the long term, it’s unlikely to be the wis-
est. Start with the questions above, and 
you’re sure to finish with the confidential-
ity, integrity and availability that are the 
essential attributes of a secure AMI solu-
tion – and a smart utility.

Ed Beroset has been working 
with computers and software for 
over 35 years and has been with 
Elster for more than 15 years. In 
his career, he has worked with a 
number of communications 
technologies, including fiber 
optics and microwave radio. 
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By Bob Ritchie

You don’t need to collect data on the 
number of times data analytics is dis-
cussed throughout our industry to know 
that this has become a red-hot topic – and 
with good reason. In the era of the smart 
grid, the amount of data that’s now being 
amassed is colossal – and growing. It’s 
data analytics – the process of analyzing 
data to identify significant, useful and oth-
erwise interesting trends and patterns – 
that will enable your utility to transform 
this vast volume of information into prof-
itable business insights. 

What’s driving the boom in data? Why 
is it becoming more urgent to unlock its 
value? And how can your utility approach 
data analytics not only from a tactical, 
day-to-day operational perspective, but 
also from a more long-term, strategic 
vantage point? A quick look at these ques-
tions and their answers follows.

Challenge or opportunity?
Over the last few decades, changes in 
technology, market and regulatory forces 
have rattled a utility industry accustomed 
to slow, predictable changes. A few of the 
major trends include:

 ■ One data point vs thousands. For 
each meter today, we have the ability 
to collect thousands of data elements 
per month with multiple types of mea-
surements and events. This shift was 
enabled by improvements in commu-
nications and metering, and supported 

by plummeting costs for storage and 
processing power. 

 ■ Increased competition. Improved 
technology and regulatory mandates 
have introduced solar and wind gen-
eration across widely distributed geo-
graphical areas. Results from increased 
competition range from requirements to 
accept and compensate alternative ener-
gy suppliers to completely eliminating 
vertical utilities in some markets.

 ■ Shifting fuel sources. There is a grow-
ing dependence on natural gas for gen-

Rethinking smart grid data analytics for 
tactical and strategic advantage
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eration due to increased production and 
lower costs. Meanwhile, large coal and 
nuclear plants are closing in response to 
regulatory and financial pressures. 

 ■ Electric vehicles (EVs). A forecasted 
surge in the number of EVs and the 
associated increase in charging require-
ments threaten to radically alter histori-
cal demand patterns.

The cumulative effect on utilities because 
of these changes is immense. More supply 
sources (many with no means of central 
control) coupled with increased demand 
volatility will complicate grid manage-
ment. Utilities will need to improve 
existing capabilities and introduce new 
disciplines to predict future supply and 
infrastructure needs. To meet the growing 
expectations of consumers, utilities will 
need to deliver a broader range of infor-
mation, faster service and near instanta-
neous status updates.

The analytical response:  
tactical vs. strategic 
To better respond to the short-term chal-
lenges as well as to improve long-term 
competitiveness, utilities are investigating 
data analytics. 

As the volume and type of meter data 
being collected by operational systems 
such as AMI head ends and MDM 
systems have increased, utilities have 
understandably looked for help to 
unlock the potential of this data. Some 
organizations expect that existing 
operational systems, especially the 
MDMS (as the meter data system of 
record), will also handle the full task 
of analyzing and reporting on all of the 
meter data.

This approach is not recommended. 
Combining operational and strategic 
analytics on the same system can 
compromise system performance for 
both activities. Taxing the system with 
processing-intensive data analysis 
which may be scheduled on an ad 
hoc basis will impact with the critical 
nature and timeframe for the “meter 
to cash” processing. In addition, 
the data structures implemented 
for operational systems such as 

an MDMS are not optimal for data 
analysis.

While we do expect MDMS systems 
to address additional predefined 
“lightweight” analytics in the future, 
and it is certainly possible to oversize 
the MDMS infrastructure to address 
the demands related to analytics 
beyond the operational workloads, we 
recommend a separate, dedicated 
platform be considered for a full 
implementation of analytics. Defining 
the structure of this platform is 
beyond the scope of this article, but 
it should be noted that “big data” 
analytic platforms in many fields 
are increasingly supplementing or 
supplanting traditional database 
management technologies with 
other technologies including NoSQL 
databases such as Apache Hadoop 
to address the technical and cost 
challenges of processing unstructured 
data and very large data sets.

A word about platforms
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The analytic applications implemented 
and publicly discussed to date have tended 
to focus on a relatively narrow range of 
functions. For example, tactical analytic 
systems have been deployed that improve 
upon existing processes and operations, 
such as: 

 ■ Identify likely source of outages. 
Utilities receive “last gasp” outage no-
tifications from smart meters. In order 
to quickly identify most likely points of 
failures, these notifications are mapped 
against the distribution infrastructure.

 ■ Identify failing meters or grid com-
ponents. Utilities are monitoring the 
pattern of meter health events, reported 
consumption or communications suc-
cess to identify devices that may be 
failing. The devices can be targeted for 
in-depth evaluation via a field visit.

Other applications have been deployed 
that are focused on longer-term issues or 
bringing new predictive capabilities to the 
utility. Examples of these more strategic 
systems include:

 ■ Transformer monitoring. Used to 
predict likely transformer failures as 
well as more fully utilize transformer 

Toronto Hydro-Electric System Limited’s 
(Toronto Hydro) distribution grid intelligence 
quotient is in the midst of a major boost. 
Like many electricity utilities across the 
globe, the company is working to develop 
a smart, continually evolving electricity 
network to meet the needs of its mod-
ern customers. The Asset Management 
division of the utility has been exploring 
the benefits of transformer monitors since 
2009 as part of an overall grid moderniza-
tion strategy.

A crystal ball, of sorts
Toronto Hydro is using transformer moni-
tor technology to unlock new information 
about transformer load management. The 
devices let the utility see which transform-
ers are overloaded and calculates equip-
ment end of life. In turn, this allows Toronto 
Hydro to upgrade equipment before it fails 
and helps to improve service reliability.

Transformer monitors can lead 
to fewer and shorter outages
A typical outage period for reactive over-
head transformer replacement work is 
approximately six to 10 hours. Thanks 
to the transformer monitor deployment 

in the summer of 2011, Toronto Hydro 
identified 12 overloaded transformers and 
performed proactive upgrades and redis-
tributed secondary connections to alleviate 
overloading. Through this work alone, the 
utility saved, and customers were spared, 
approximately 100,000 outage minutes.

Lightening the load on 
overburdened transformers
Transformer monitor analytics helps To-
ronto Hydro identify overloadeded trans-
formers. In one example the utility learned 
a transformer was operating at almost 
80 percent overcapacity,. The utility took 
action and installed a new transformer on 
the same secondary bus. This reduced the 
load on the original transformer by almost 
50 percent.

“As we work to renew our electricity grid, 
we’re incorporating smarter technologies 
to meet the needs of today’s customers. 
Transformer monitors allow Toronto Hydro 
to measure the behavior and performance 
of the network, and are ultimately enhanc-
ing our service reliability.”

- Richard Ford, Manager,  
Grid Solutions, Toronto Hydro

Toronto Hydro: Analytics at work
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assets, transformer monitoring pro-
grams compare the loading of a trans-
former over time with defined opera-
tional parameters. As a result, utilities 
can target transformers for replacement 
before incurring unplanned outages. 
In addition, they can more fully utilize 
transformer assets, thus reducing infra-
structure costs.

 ■ Theft and leak detection. By correlat-
ing tamper events with usage patterns 
and comparing usage between similar 
residences or facilities, utilities can 
identify potential energy theft. Analysis 
of usage patterns is also being used to 
identify gas diversion and water leaks.

 ■ Conservation voltage reduction. With 
monitors and control equipment to 
ensure that line voltage is maintained 
within operational targets, utilities can 
lower distribution line voltage to better 
manage demand and energy consump-
tion.

 ■ Forecasting. AMI enables the capture 
of interval data across a much broader 
portion of customers. When merged 
with other data sources such as weath-
er and demographic information, such 
detailed historical data will fine-tune 

Kings Mountain, N.C. is succeeding 
with smart grid analytics through a 
partnership with Leidos and Elster. 
Early successes, like in much of the 
industry, have centered on proactive 
problem identification. Analytics 
focused on outages, voltage alarms, 
tamper and water leaks have helped 
improve customer service, reliability 
and service quality, all without 
increasing costs or rates.

Beyond the basics, Kings Mountain 
has started to benefit from more 
advanced analytics across the 
community. The utility has been 
aggressively developing and delivering 
analytical capabilities – including 
web-based tools to view high-fidelity 
reports on energy, demand and power 
factors – to their commercial and 
industrial clients to develop buy-in and 
engagement. The utility has also been 
able to leverage these investments 
to win new commercial and industrial 
customers who have a choice of which 
utility they will use.

The realized 
economic 
expansion 
includes the 
construction 
of more than 
600,000 
square feet 
of Fortune 
500 company data center facilities, 
and the city is the chosen location of 
the proposed Catawba Casino. During 
the casino’s selection processes, the 
utility highlighted its successful smart 
grid implementation in support of their 
progressive capabilities. The $600 
million casino plans to move forward 
upon legislative approval and is 
anticipated to result in 5,000 new jobs 
in the community. 

The utility is winning new clients 
and revenues; the city is expanding 
its revenue and tax base; and the 
community is enjoying economic 
expansion, in part, due to smart grid 
analytics.

Smart grid analytics at work



Page 35The Ultimate Guide to AMI

Chapter 7

forecast accuracy for future infrastruc-
ture and energy supply needs.

 ■ Marketing. In the face of more com-
petitive markets and pressure from 
regulators, most utilities are looking for 
ways to improve customer satisfaction. 
By marrying meter data with demo-
graphic and financial data, analytics 
can help determine which customers 
are best suited for, and most likely to 
adopt, new programs.

Laying the foundation
At this early stage of introducing analytics 
to address business issues, what should 
you do to prepare the foundation for ana-
lytic applications? 

Develop the people resources to imple-
ment analytics effectively. Most utilities 
will use a combination of strategies, such 
as training existing staff with deep utility 
domain knowledge, bringing in experts 
from other industries and the academic 
world, and seeking out vendors and con-
sultants with proven expertise.

Put systems in place to capture and store 
the data that will yield the greatest benefit. 

Most initial analytic applications incor-
porate AMI data, leveraging the ability 
of AMI systems to capture and register 
data at 5- or 15-minute intervals, as well 
as other data such as power quality mea-
surements. Adding GIS location data and 
grid relationships greatly magnifies the 
potential usefulness of the data. Some 
utilities are adding sub-metering for ten-
ants in commercial or residential facilities, 
individual equipment components such 
as heating or refrigeration, or customer 
generation equipment.

Ensure the quality of the data. While util-
ities have systems and processes in place 
to ensure reliable data for billing, valida-
tion and estimation processes might need 
to be established for the additional meter 
data being captured.

Thinking bigger about              
data analytics
In the age of the smart grid, turning data 
into insight and actionable intelligence is 
essential for a utility’s survival and suc-
cess. To be sure, data analytics is the key 
to this transformation. Supplementing 
operational data processing with tactical 
and strategic data analytics ensures that 
you can unlock the value of your data in a 
way that’s least disruptive and most ad-
vantageous for your operations.

Bob Ritchie is a product 
manager with Elster Solutions 
with responsibility for 
capturing and defining software 
and services offerings for 
Elster’s North American utility 
customers. 
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By Josh Wepman

Making the jump to smart grid can be 
overwhelming. It’s not just about man-
aging new digital assets in the field; it’s 
about everything that comes with them:

 ■ Field communications systems

 ■ Applications, skills and application 
lifecycles

 ■ Data models and system integration

 ■ Hiring, compensating, retaining and 
developing talent

 ■ Business process re-engineering 

 ■ Challenges in cybersecurity and data 
privacy

 ■ Field installation processes and stan-
dards

 ■ Increasing demands for IT operational 
excellence 

 ■ Communications with consumers 

Success throughout the design, build and 
operations stages will challenge any orga-

nization’s appetite for risk. Utility leader-
ship may realize that having enough inter-
nal expertise to successfully implement a 
comprehensive smart grid program takes 
more effort than expected, and taking 
responsibility for everything is distracting 
them from their core mission. Utilities 
want to make progress, evolving their 
service offerings and improving safety 
and reliability, while managing the cost of 
service. But utilities and their stakeholders 
want to proceed prudently with a clear 
sense of benefits and ROI, along with a 
clear view of costs and risks.

This creates the conundrum of grid mo-
ernization: 

 ■ Do nothing and fall behind peers and 
competitors 

 ■ Move forward at the risk of over-
whelming your organization while 
under-delivering benefits and accepting 
too much risk – which is bound to hit 
the bottom line

Yet, there are alternatives that reduce risk 
and total cost of ownership while increas-
ing the business, operational and engi-
neering value driven by this change.

How managed services can  
smooth the path to grid modernization
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Some leading utilities have established op-
erational partnerships through smart grid 
managed services to reduce risk, transfer 
new technology scope to “the experts” 
and invest in fixed-price capabilities. 

These utilities are leveraging investments 
in modernization to drive results that ben-
efit their core mission instead of scattering 
their staffs’ focus across a broad range of 
technological specialties.

What are smart grid  
managed services?
Smart grid managed services are about 
more than simple data center hosting and 
software as a service (SaaS). SaaS gen-
erally refers to cloud-based applications 
that are managed by vendors or other 
third parties. Software updates and other 
software/IT operational support may be 
provided, but utilities must still apply, 
integrate and operate the software plat-
forms. Service levels and performance 
commitments for SaaS tend to be limited 
to IT dimensions and cover server and 
application availability, software patching 
and maintenance windows.

Managed services build on the concept of 
SaaS, but provide for the full operational 

execution of systems like AMI, MDM 
and their associated setup, integration, 
business process alignment, daily opera-
tions and system management. Managed 
service performance commitments focus 
on core business objectives and operation-

al outcomes such as meter data collection 
completeness, two-way command execu-
tion availability, and billing-data quality 
and timeliness. They focus on strong busi-
ness, operation and engineering results, 
not on IT and raw technical metrics.

How do smart grid  
managed services help?
Smart grid managed services can help 
utilities manage the core risks of smart 
grid investment:

 ■ Fixed-price. The unknown or unfore-
seen costs, not just in the design and 
build stages, but in the cost of opera-
tions, have kept many smart grid proj-
ects from achieving their intended ben-
efits. A managed service provides fixed 
costs and a guaranteed outcome backed 
by SLAs and thus, enables moderniza-
tion instead of uncertainty. 

 ■ Risk transfer. Working with new tech-
nologies, even if they are simply new 
to the utility, can bring new risks and 
frustrations. Managed services transfer 
much of the risk associated with tech-
nology gaps to the managed service 
partners through business and engi-
neering SLAs. If integration is harder 

United Power taps 
the power of SGS
United Power is a rural electric 
cooperative leveraging Smart Grid 
as a Service (SGS) to improve 
efficiency and deliver enhanced 
member support.  United Power 
provides service to nearly 
70,000 homes and businesses 
throughout Colorado’s northern 
Front Range. 

“Leidos’ SGS solution has allowed 
United Power to reduce costs, 
enhance efficiencies and proceed 
with the AMI deployment. The 
analytical capabilities of SGS are 
enabling us to better understand 
our infrastructure and proactively 
address potential problems,” said 
United Power CEO Ron Asche. 
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than expected, or radio coverage is not 
as strong as hoped, the gap is born by 
the vendor, not the utility. 

 ■ Rapid benefits realization. Traditional 
smart grid projects spend early and take 
long periods of time to implement and 
even longer to recover the investment. 
Managed services allow utilities to 
implement significantly pre-integrated 
solutions, allowing for the benefits to 
start accruing rapidly. This improves 
NPV and ROI. 

 ■ Utility focus.  Smart grid requires en-
abling infrastructure and business pro-
cesses to adapt and change, sometimes 
swiftly. Asking the internal organiza-
tion to change broadly and swiftly can 
be a challenge to any company. More 
than anything else, managed services 
enable utilities to keep focus on their 
core business throughout the design, 
build and operations stages. 

What to look for?
Smart grid managed services can help 
utilities move faster with lower costs and 
risks. However, simply signing up isn’t the 
answer to all questions. 

In an earlier chapter, we talked 
about interoperability and explained 
a new concept that Elster calls “3D 
Interoperability.” Unlike today’s 
2D interoperable systems, the 3D 
interoperability model emphasizes 
application flexibility as much as 
device and communications flexibility. 
Although the three-dimensional 
approach promises convenience, 
lower costs and increased productivity, 
it is much more complex than 2D 
interoperability. It is due to this 
increasing complexity that partnering 
is critical. 

As important as interoperability is, 
it is just one aspect of the smart 
grid. There are many other complex 
technical and commercial aspects. 
The investment and promise of the 
smart grid drives a much larger 
stakeholder footprint. Beyond utility 
engineers, the stakeholder footprint 
includes utility executives, community 
leaders, as well as consumers. The 
smart grid needs to address the needs 
of all the stakeholders.

At Elster, we have partnership 
programs that focus on technology, 

standards, emerging solutions and 
commercial activities. It is through 
these partnering programs that we 
devote people and other resources to 
furthering effective solutions for our 
customers and our industry. Leidos 
is an excellent example of an Elster 
technology and sales channel partner. 
Leidos has decades of experience with 
complex systems integration, systems 
hosting, application development/
coordination and technology 
consulting. 

Individually we can think up many 
things. Together we can do many 
things. In the end, that is the main 
value of partnering… getting more 
done.

– Pat Corrigan, VP Public Utilities,  
Elster Solutions

How important are partners anyway?
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There are some things utilities must con-
sider in their pursuit of smart grid man-
aged services: 

 ■ A real business case. A smart grid 
managed service should be able to 
clearly demonstrate how it achieves 
business, engineering and operational 
objectives in a cash flow and  
revenue-positive manner. All the scope 
at all the cost, when the business case 
can’t justify it, will never work, man-
aged service or not.

 ■ Culture alignment.  Managed services 
are not for everyone. Some utilities 
have made long-term commitments to 
investing and growing their internal 
technology capabilities. Some have the 
scale, desire for full control and are 
willing to acquire and retain internal 
talent and to fill in the gaps as needed. 
And some just have the scale to absorb 
whatever comes. To these utilities, the 
risks or change can sometimes effec-
tively be carried internally. 

 ■ Hosting is not the same as managed 
services. A hosted application does a 

lot to reduce up-front capital IT costs, 
but it does not address application inte-
gration or the needed people, processes 
and tools to operate them. Hosting can 
be a flexible IT solution, but it is often 
not enough to help shift risk, scope and 
cost away from utilities looking to be 
results focused. 

 ■ “Operationalization.” The process of 
managing integrated, multi-platform, 
business process-driven change is often 
referred to as “operationalization.” 
Documenting, guiding, transforming, 
implementing and supporting the daily 
business processes across the utility can 
be the most intensive and challenging 
component of smart grid transforma-
tions, so the managed services provider 
should be leading the utility through 
this transformation.

 ■ Experience is the key. Managed ser-
vices are hard to get right by vendors 
for all the same reasons they are hard 
for utilities. Make sure the partners you 
choose can demonstrate their success in 
delivering the full managed service.

How would you tackle the 
future?
The breadth of scope involved in really 
successful smart grid implementations 
stresses utility resources, focus and risk 
tolerance. There is simply so much to do 
throughout the lifecycle of a successful 
program that few can go it alone and ex-
pect world-class results.

Leveraging effective, experienced and 
proven managed services can help shift 
non-core burdens to more than capable 
partners and allow utilities to focus on 
leveraging the needed smart grid benefits 
related to their core mission: Safe and reli-
able power at the right cost of service.

Josh Wepman is a senior 
solution architect at Leidos and 
serves as the product manager 
for the Leidos Smart Grid as a 
Service (SGS) solution. His 
present work includes 
developing integrated smart 
grid and AMI solutions that 

empower utilities to transcend basic technology 
investments and instead focus on clearly 
understood business, operational and 
engineering benefits.
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By Ron Pate

“Prediction is very difficult, especial-
ly if it’s about the future,” said Danish 
physicist and Nobel Prize winner Niels 
Bohr back in 1922. With today’s poten-
tial for quantum leaps in technology, 
seismic shifts in economics and 
rapid changes in political 
pressures, this statement has 
perhaps never been so true. Yet 
we can’t prepare for a future we 
can’t imagine. So when it comes 
to the smart grid, we’ll dare to ex-
trapolate from trends inside and outside 
the utility space – including current 
challenges, technological advances and 
consumer behaviors – to glimpse into 
the world of tomorrow. 

Change is coming to all branches of 
the energy industry, including generation, 
transmission and distribution, with many 
impactful changes emerging in the gener-
ation, storage and distribution of energy.  
Because all parts of the grid affect one 

another, these changes will need to be 
viewed from a holistic perspective.

Overcoming generation  
and storage gaps
Few things in power generation and trans-

mission have garnered as much attention 
in the past as the development of nuclear 
power. Though nothing quite so dra-
matic is on the immediate horizon for 
generation and transmission, important 

changes are nonetheless underway. 
Consider these developments:

 ■Alternative energy. As 
power plants age and environ-
mental concerns grow, it will 

become ever more expensive – 
and unpopular – to extract ener-

gy from historically popular fossil 
fuels. When technology has made the 

necessary advancements and the cost 
and benefits become more balanced, 
we’ll see a large increase of renewable 
and non-traditional energy sources. 
Diverse ownership models will evolve 
to meet different needs but will include 
consumer-owned, community-owned 
and utility-owned renewable energy 
deployments. These changes will drive 
changes in other parts of the grid, 
particularly distribution, where new      

The smart grid gets smarter: Here’s 
what our energy future will look like
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metering requirements will emerge, 
along with new regulations associated 
with this type of generation.

 ■ Smart storage technology. In today’s 
electrical grid most energy must be 
consumed soon after it is generated. 
With the development of new storage 
technologies, utilities will be able to 
capture and store energy at the time of 
production and then deliver it when it is 
needed most. This technology evolution 
will force changes in utility business 
and operational models as this impacts 
the foundation on which existing mod-
els were built.

 ■ Sharing the load: distributed gener-
ation and microgrids. Most energy 
is currently generated in large utili-
ty-owned facilities. However, we will 
see a growing number of businesses 
and consumers independently produc-
ing power. Thus, generation will be 
“distributed.” At the same time, we can 
expect the emergence of microgrids: 
small, self-sufficient regions – from 
industrial parks to entire cities – that in-
dependently produce and consume their 
own energy. This evolution will change 
the way consumers and utilities view, 

measure and bill energy consumption 
and will fuel the growth of new tech-
nologies to safely manage and connect 
these new sites to the central grid.

 ■ Wide-scale transmission grid mon-
itoring and stability enhancements. 
Very high-speed sensors today monitor 
key points on the transmission grid.  
Just as distribution will see a significant 
increase in the intelligence and perva-
siveness of metering and sensing equip-
ment, so too will transmission.  Syn-
chrophasor deployments will increase 
as a strong focus on transmission grid 
stability continues.

A new dawn in distribution
Perhaps no part of the grid will undergo 
more change in the future than distribu-
tion. Consider the following:

 ■ Ubiquitous sensing and communi-
cations. As Moore’s law continues to 
drive down the cost of industrial grade 
processors, wide-scale application of 
advanced metering and communica-
tions networks will create an unprece-
dented level of distribution grid aware-
ness. Meters with multiple, integrated 
communication technologies will be-
come more pervasive, with use cases 
extending far beyond traditional service 
point billing and control. Advanced 
metering, coupled with multi-network 
communications infrastructures, will 
form the base of a truly interconnected 
and ubiquitous smart grid.  

 ■ Multi-dimensional interoperability. 
Enabled by rapid technology advances 
and driven by a need to extract greater 
value from resources, interoperability 
of components throughout the distri-
bution smart grid value chain will leap 
forward. Multi-dimensional interoper-
ability, with three dimensions of free-
dom across devices, communications 
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and software applications, will drive 
greater collaboration among vendors, 
utilities and energy end users.

 ■ Smarter transformers, grid edge de-
vices and applications. As distribution 
transformers age, utilities will replace 
them with smart transformers capable 
of detailed self-monitoring. Numerous 
existing transformers, particularly in 
critical location and high-density de-
ployments, will be equipped with smart 
monitors which provide real-time visi-
bility of the transformer’s health.  This 
will allow utilities to make proactive 
decisions to repair assets before they 
fail. Likewise, other distribution grid 
monitoring and control equipment will 
be replaced or retrofitted with greater 
measurement and control capabilities, 
with advanced multipurpose commu-
nications. More intelligence will be 
pushed into the devices on the edge of 
the grid, with localized decision mak-
ing in real time becoming more preva-
lent. Convergence of historically dispa-
rate utility operations will advance.

 ■ Meters become multifunctional and 
much more intelligent. Metering with 
multi-purpose, integrated communications 

The utility industry’s view of smart 
grid has evolved from one that is 
technologically centric into a more 
refined awareness of the industry’s 
needs and opportunities, and how 
securing benefits, capabilities and value 
are addressed by the solutions that are 
available or in the development pipeline.  
Too often the focus has been on specific 
smart grid technologies and advanced 
applications themselves. Utility and 
vendor pilots still tend to emphasize 
technology performance rather than the 
extraction or realization of the underlying 
value to be derived from the technology. 
Many utility smart grid initiatives 
continue to favor the more tactical 
dimensions of the next generation of 
automation or application capability.

It is not that this technological proving 
ground should be discounted or 
abandoned. However, it must be 
equitably balanced by refocusing on the 
value proposition that the smart grid 
holds for utilities, customers and society. 
Smart grid solutions, by definition, are 
not point solutions, but part of a web of 
integrated technologies and applications 
that enable more complex decisions 
to drive greater value and occur faster 

with improved accuracy or granularity to 
create greater value. This value requires 
utilities to develop, maintain and strive 
for achievement of longer-term goals.

The focus must be on what are the 
fundamental needs of the utility, 
customers and stakeholders? Or, 
alternatively, what value does a smarter 
grid provide that is unattainable without 
it? These are the strategic questions 
that will drive greater value through 
solutions that more finely align and 
link investments with a utility’s mission 
or vision statements. Is the focus on 
improving the livability of a city, the 
security of its citizens, or minimizing 
its environmental footprint? If so, the 
solutions must drive to this purpose 
delivering on the desired value. The 
benefit is not developing solutions that, 
for example, simply monitor streetlights, 
but instead create the ability to provide a 
higher degree of safety, more efficiently 
and effectively. The value is what utilities 
create from these technologies, the 
data, the information delivered and 
improved decision making.  

John Chevrette, President, Management 
Consulting Division, Black & Veatch

Driving value from the smart grid



Page 43The Ultimate Guide to AMI

Chapter 9

will become pervasive, and metering capa-
bilities will undergo significant advances. 
Advanced metering and integrated com-
munications technologies not previously 
economically viable will be implemented 
on a much wider scale. Vastly improved 
connectivity, device memory and capa-
bility will permit a much richer choice of 
applications.  For example, meters with 
3G cellular or Ethernet, standards-based 
mesh communications and ZigBee or 
other communications for in-premise 
device connectivity, all in a single inte-
grated board, will become commonplace.  
Advanced processors coupled with more 
memory in meters of the future will allow 
remote downloading of custom embedded 
applications, including local analytics. This 
will allow new use cases and field applica-
tions to emerge.

Software applications transform
As the pace of technology change increases, 
as information technology advances emerge 
and as energy operations change, including 
increased convergence of IT-OT, software 
applications supporting the grid will evolve 
as well. Applications will be designed with 
a true end-to-end solutions focus in mind, 
interfaces in historically proprietary applica-
tions will become much more standardized 

and applications will be built with greater 
adaptability in mind. Cross platform-capable 
applications with streamlined user and ap-
plication interfaces will allow shorter learn-
ing curves for operations and will support 
more rapid integration of applications with 
far less customization. An increased focus 
on   usability, supportability and modularity 
will prevail. Applications will live on prem-
ise and in the cloud, including hybrid cloud-
based applications, with the ability to move 
seamlessly to and from the cloud according 
to business needs.

Business models evolve
The rapid changes in technology, coupled 
with financial, regulatory and consumer 
concerns, will drive utility business model 
evolution. The so-called “death spiral” of 
utility business models may not be death, 
but rather transformation. Utility decisions 
will be based on maximizing value from 
end-to-end solutions to solve present and 
future challenges, supported by a thorough 
and non-biased understanding of all rele-
vant technical and non-technical factors. 
A holistic 360-degree view involving all 
stakeholders will emerge, and no longer will 
technology be acquired based just on its 
technical appeal.

We can get there from here
Yes, the future is unknowable. But all signs 
say the tomorrow promised by the smart 
grid will be light years ahead of today. In a 
decade or two, we’ll likely all be living in 
“smart cities,” with meters on every light 
pole and in every electric vehicle, on ev-
ery building and in every device, all able 
to intelligently decide how to shift energy 
use and protect critical operations. When 
disaster strikes, we’ll reroute energy in real 
time to avoid cascading outages and restore 
the grid quickly and efficiently. When the 
sun shines or the wind blows, we’ll har-
ness the power and store it on the grid for 
future use. And when asked to forecast 
the next phase of the smart grid, industry 
experts will make predictions we can’t 
even begin to imagine today.

Ron Pate heads up solutions 
and product management for 
Elster’s global Electricity 
Business Unit (BU). In addition 
to overseeing Elster’s extensive 
metering and smart grid 
solutions portfolio, Ron works 
closely with the leadership of 

the BU regions to align best-of-breed 
technologies for Elster’s operations. 
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Vital connections  
for a beautiful 
energy future 

When it comes to transforming your business to 
meet modern business and technology needs, 
nothing is more important than being connected.  
Elster provides the vital connections you need to 
unlock the value of your meter data and, in doing 
so, achieve unprecedented value across your 
enterprise and your community.  

With essential solutions like smart meters, advanced 
metering infrastructure, meter data management, 
network communications, data analytics, and pre-
integrated grid data management applications 
that adapt to your processes, we’re helping utilities 
everywhere achieve the metamorphosis vital to a 
brighter energy future.    

Let the transformation begin. Connect with Elster.  
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