
Critical infrastructure protection 
for the smart grid
Enabling high-performance utilities
By Sharon Allan, Eric Trapp and Anthony “David” Scott



2

Cyber incidents proliferate

The issue of cyber attacks is not 
academic; breaches in the U.S. grid 
have been detected and documented, 
and others have possibly gone 
undetected, leaving backdoors open for 
an intruder to attack at will. The US 
Department of Energy recently warned 
that computer networks controlling 
the electric grid are plagued with 
security holes that could allow 
intruders to redirect power delivery 
and steal data.1 The report’s release 
came on the heels of news from an 
European engineering firm that it 
detected an attack targeting electric 
grids, subways, and air-traffic control. 
Cyber attacks in other countries have 
actually disabled the grid (see sidebar, 
“Attacks large and small”).

Risks arise along many fronts, including: 
fraud, by corrupting data in order to 
avoid paying for electricity; privacy,  
by accessing customer accounts; and 
disruption, by corrupting assets on the 
network in an attempt to make all or 
part of the grid behave incorrectly. 
Since the smart grid is both a commercial 
asset and a national security target, 
robust security is critical to prevent 
disgruntled employees, foreign agents, 
and others from compromising the grid.

This paper lays out the smart grid cyber 
security challenges for utilities. It offers 
principles that will be useful to utility 
executives as they design, build, and 
monitor their piece of this national 
security asset.

Smart grids offer many benefits, including reduced energy 
consumption and costs and increased reliability and transparency. 
But as utilities increase their capabilities by transforming their 
analog, one-way digital power grids to bi-directional, digital smart 
grids, certain risks increase and utilities will have to devote more 
resources and attention to protecting the reliability of the grid. 



Attacks large and small
• The Central Intelligence 

Agency has issued alerts about 
the threat of cyber warfare, 
including forays by agents  
in China and Russia that 
penetrated and thus “owned” 
American utility networks. 
Many of these intrusions were 
detected not by utilities but by 
intelligence agencies.2  

• Concerned about inadequate 
security, in 2007 the U.S. Dept. 
of Energy researchers in 
partnership with the U.S. Dept. 
of Homeland Security launched 
an experimental, yet realistic, 

cyber attack dubbed “Aurora”. 
The simulated attack caused a 
generator to self-destruct by 
exploiting vulnerabilities found 
in the grid. 

• CBS’s “60 Minutes” reported 
that a series of cyber attacks 
occurred in Brazil: one north 
of Rio de Janeiro in January 
2005 that affected three cities 
and tens of thousands of 
people, and another, much 
larger event beginning on 
Sept. 26, 2007. That one, in 
the state of Espirito Santo, 
affected more than 3 million 

people in dozens of cities over 
a two-day period, causing 
major disruptions. In Vitoria, 
the world's largest iron ore 
producer had seven plants 
knocked offline, costing the 
company $7 million. The 
perpetrators were never 
discovered.3  

• A recent survey of utility 
executives by LogLogic 
reported that half of utilities 
experience more than 150 
attacks per week.4  
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The perimeter of risk 
is expanding

Development of the U.S. smart grid 
stems largely from the Energy 
Independence and Security Act (EISA) 
of 2007, which directs the National 
Institute of Standards and Technology 
(NIST) to “coordinate the development 
of a framework that includes protocols 
and model standards for information 
management to achieve interoperability 
of smart grid devices and systems.” 

Spurred in part by federal stimulus 
funding and state and federal mandates, 
many utilities now are aggressively 
rolling out AMI. Other utilities are 
deploying networked communications 
and control to large scale storage, feeder 
switches, as well as clean generation 
sources such as wind and solar.

In the European Union, the European 
Programme for Critical Infrastructure 
Protection (EPCIP) and the International 

Organization for Standardization (ISO) 
27000 series are helping to steer the 
direction of smart grid security. In  
the United States, two major federal 
coordination efforts are helping to 
guide the direction of smart grid 
security: the North American Electric 
Reliability Corporation (NERC) Critical 
Infrastructure Protection (CIP) 
regulations and the NIST Interagency 
Reports (NISTIR) 7628 recommendations. 

NISTIR 7628 references the Federal 
Information Processing Standard  
(FIPS) publication 200, which defines  
a cyber incident as “an occurrence that 
actually or potentially jeopardizes the 
confidentiality, integrity, or availability 
of an information system or the 
information the system stores, 
processes, or transmits or that 
constitutes a violation or imminent 
threat of violations of security policies, 

security procedures, or acceptable  
use procedures.” An example of an 
accidental occurrence is the 2003 
blackout that left 45 million people  
in eight Northeast U.S. states without 
electric power. The effects of the 
blackout and the risk of other cyber 
incidents, intentional or unintentional, 
underline the importance of critical 
infrastructure protection for the grid.

Because the smart grid is a “system of 
systems” across generation, transmission, 
distribution, and consumption, the 
expanded power system boundary 
creates additional points of exposure. 
This raises concerns around 
confidentiality, availability, privacy, 
access, anonymity, and integrity. 

Privacy advocates, for example, paint 
the scenario of rogue marketers using 
meter information to determine energy 

The smart grid consists of two-way communication from the point 
of generation to the point of consumption. Examples of grid networks 
include substation local area networks (LANs), home area networks 
(HANs), transmission operations LANs, business area networks (BANs), 
and bulk power control system LANs. Grid components include 
master terminal units (MTUs), wired and wireless wide area network 
components, feeders, capacitor bank controllers, photovoltaic hybrid 
electric vehicles (PHEVs), and advanced metering infrastructure (AMI). 
Think of the smart grid as an intelligent ecosystem that exchanges 
data and energy throughout the bulk generation plants, transmission 
centers, distribution centers, and customer premises.
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consumption habits or how many 
people live at a particular address. 
Consumers will be reluctant to embrace 
smart metering if their privacy concerns 
about access to billing, personal 
identity, and power consumption data 
are not adequately addressed. 

An end-to-end, layered security 
approach should ensure that end  
user communication is encrypted,  
and that the system features strong 
authentication in the interfaces 
between equipment and data. Figure 1 
depicts a high-level overview of the 
smart grid followed by a list that 
details recommended security controls 
to have in place at the various points 
along the grid. 

Traditional enterprise IT controls alone 
won’t suffice for the smart grid; tight 
security must also be in place for 

industrial control systems (ICS) such as 
supervisory control and data acquisition 
(SCADA), and physical security such as 
cameras, badge access, and perimeter 
security. 

Advanced metering will add hundreds 
of thousands or even millions of 
two-way communication devices to 
the utility’s responsibility in the form 
of smart meters, data collectors, and 
theft detection sensors. To avoid 
potential misuse of these devices or 
introduction of rogue devices to the 
network, utilities will have to implement 
controls such as automated asset 
management, intrusion detection and 
device authentication.

Industry IT departments, moreover, 
have a diverse set of standards, 
regulations, recommendations, and 
legislative requirements to adhere to.5  

This diversity of governance complicates 
matters as much as it advances the 
cause because compliance with one 
regulation may not be sufficient to 
meet—and in some cases may even 
conflict with—other regulations or 
guidance.

Even the best legislation can fall short 
of addressing all of the risks. Utilities, 
suppliers, and other private sector 
players have to map out and implement 
a much higher level of security in their 
own systems. They’ll have to collaborate 
as well—particularly on the 
interoperability of individual vendor 
devices and solutions—in order to 
improve security for the entire 
interconnected grid. 
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Neighborhood Area Network (NAN)
In Home Display (IHD) 
• Pairing 1-1 relationship between meters, 

unique IDs
• AES 128 - 256 encryption for secure data 

transmission
• Certificate-based authentication between 

IHD and meter 

HAN 
• Wireless Personal Area Network (WPAN) 

with integrated wireless or wired 
communication to meters 

• Encrypted communication with IHD

Meters  
• AES 128-256 bit encrypted communication 

with IHD
• Communicates with neighbors or collectors 

over encrypted wireless channel by 
exchanging a symmetric key based on 
certificate

• Logging of activities and transfer of logs to 
enterprise for audit and log management

Feeder Meter 
• Data protected using encryption
• Encrypted communication
• Device authentication between meters and 

access points
• Fraud monitoring; data reconciliation 

between meters and feeder meter

SCADA, Operations and Enterprise 
Local Area Network (LAN) 
End-to-end
• Rouge device identification 
• Critical data-like readings will be encrypted 

with AES 256
• Use of IPSec and SSL/TLS for communications 

with access points, TGBs, WAN access points
• Physical security to protect access points

Egress/Ingress 
• Firewalls to protect network communications
• Intrusion detection and prevention across 

network zones
• Restricted services
• VPN/secure remote access
• Hardening systems, applications and services

Enterprise Network
• Enterprise network security
• Systems and servers are secured per standards
• User authentication
• Logging and audit at all systems, applications 

and network points

Enterprise Service Bus (ESB)
• User authentication via LDAP
• Groups-based access management across 

ESB/SOA applications
• Encrypted communication support
• Server and system authorization

Meter Data Management (MDM)
• Encryption of data via digital certificates
• User authentication

• Logging and audit features
• Monitoring of data integrity features
• Server security

Portal
• User authentication using LDAP
• Account and access management
• Encrypted communication (SSL)
• Data protected during transit and store
• Data pull from MDM and data repositories
• Web services and application level security
• PCI compliant for use of credit card 

information

Security Capability and Operations
• Security event/information management
• Logging and audit
• Infrastructure security operations
• Identity and access management
• Digital certificates
• Security policy management
• Compliance monitoring and audit

WAN
• Authentication and encrypted communication
• Logging and log management for activity 

monitoring
• DES/AES-based data encryption for 

confidentiality
• 128-bit AES encryption with CRC using per 

meter pre-shared keys to ensure confidentiality, 
authenticity, and integrity of data in transit

Figure 1: Smart grid critical infrastructure protection architecture details points of exposure 
and options for placement of security controls  
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Inherent vulnerabilities

In a recent Accenture survey of business 
leaders and individuals across industries 
about data privacy breaches, internal 
issues including employee negligence 
and business or system failure were 
cited most often as the source of 
breaches, as shown in Figure 2. 

However, internal lapses are not the only 
vulnerabilities. Several characteristics 
of smart grid technology create 
vulnerabilities for utility companies 
converting their infrastructure: 

• Two-way communications, the 
interactivity that makes smart meters, 
distribution control devices, and 
sensors so attractive, also makes 
them vulnerable to hackers.

• Distributed connectivity creates an 
expanding boundary and increased 
exposure to threats. Millions of 
networked devices will be distributed 
across vast geographic regions.  
They work through a variety of 

communication protocols, integrate 
with a variety of system components, 
and leverage a diverse set of security 
controls.  

• Customer usage data contains 
additional private information about 
the customer and raises privacy and 
personal security concerns.

• Metering devices themselves come 
from various manufacturers and have 
varying levels of security built in.

• Weak authentication and access 
control have raised identity 
management to be a top security 
priority. Utilities and other 
organizations are facing sharp 
increases in identity theft; new risks 
associated with having an extended 
enterprise of customers, suppliers, 
and contractors with access to 
enterprise applications; and risks  
that accompany wider use of  
mobile devices.

• Lack of adequate training is one 
source of insider threats and internal 
lapses, stemming from inadequate 
policies and employee awareness. 
Staying current with evolving threats 
and what to do about them will 
require keeping staff educated 
through pointed training for all 
employees, not just IT managers.

• Lack of standards and 
interoperability of smart grid 
equipment will be a significant factor 
in how fast utilities and consumers 
adopt the technology. Without 
standards for interoperability, the 
grid will suffer from gaps in visibility, 
defense, and recovery. 

Figure 2: Internal issues are frequent causes of data privacy breaches 

System or technical glitches

Negligent or incompetent employees

Business-process failures

Cyber crime

Malicious employees

Negligent or incompetent 
temporary employees or contractors

35%

24%

22%

18%

13%

11%

Source: Accenture Data Privacy and Protection survey, 2010.



Principles for smart grid  
cyber security 

Utility companies around the world will 
spend $21 billion by 2015 to improve 
cyber security for the smart grid, 
estimates Pike Research.6 The evolution 
to the smart grid requires a major 
commitment of resources and a shift  
in thinking from conventional physical 
security to a sharper focus on cyber 
security among utility companies. As 
utility technologists and managers work 
with systems integrators, equipment 
suppliers, and standards bodies to build 
secure capabilities for the smart grid, 
the experiences of leading cyber security 
professionals offer a set of principles 
that have proven quite effective in 
guiding this type of initiative.

I. Defense-in-depth: prevent, 
detect, defend, and recover 
Many utilities don’t know of the state of 
their IT assets, the unique identification 
of people who access them, the 
vulnerabilities, or even their asset 
locations. Security architecture for the 
grid must be designed end-to-end, 
leveraging defense-in-depth and not 
bolted on as an afterthought. Security 
defenses should be based on widely 
adopted global practices, extend across 
the entire enterprise, and be scalable 
and adaptable to future changes in 
regulations or standards.

Besides architecture, utilities will have 
to pay closer attention to the security 
of their applications. Most applications 
were engineered with the assumption 

that they would sit behind a secure 
perimeter without exposure to untrusted 
interfaces or layers and, therefore, 
were not necessarily built with security 
in mind. Legacy applications would 
have to be reengineered or secured, and 
new applications would be developed 
under a new security paradigm. 
Utilities need to be able to measure a 
commercial-off-the-shelf application’s 
strength and ability to process and 
handle sensitive information throughout 
its deployment lifecycle. Each interface 
or layer within the system should 
undergo stringent testing to help 
confirm that critical applications can 
be run with high availability. 

Identity and access management, 
including strong access control for 
those who need to know information, 
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I. Defense-in-depth: prevent, detect, defend, and recover  

II. Standardization: push to rationalize thoroughly vetted 
technologies 

III. Governance: implement an explicit governance structure 
and instill a culture of security 

IV. Education: invest in training and awareness   



assumes greater importance as well. 
The principles and discipline that have 
been implemented to control physical 
access to critical assets should now be 
applied to protect highly integrated 
and diverse IT networks without 
sacrificing functionality and ease of 
use. Aspects such as single-sign-on, 
immediate access revocation, near 
real-time reporting, and inspection 
capability to support audits and 
forensic investigations are some of the 
components that can support business 
needs and manage risk appropriately.

If utilities only react to suspicious 
activity, a recorded incident, or the 
onset of an attack, it will be too late. 
Utilities must also proactively gather 
cyber intelligence and watch 
downstream activities in order to:

• Recognize back doors and 
vulnerabilities unseen by point 
compliance and checklist efforts

• Recognize complex and chained 
patterns that indicate the initiation 
of an attack 

• Expand the scope of vulnerability 
assessment or penetration tests

• Harness external sources of threat 
intelligence to understand and train 
for zero-day exploits

• Detect reconnaissance activity by a 
terminated employee, hackers, or 
attempts by trusted third parties to 
escalate their privileges on the network

Enhanced situational awareness should 
include real-time network security 
performance indicators. Since the smart 
grid features a dynamic network and 

many new points of exposure, real-time 
feedback and understanding of security 
performance go hand-in-hand with 
intelligence on emerging threat vectors. 
Application vulnerability scanner results, 
firewall rules, Security Information and 
Event Management reports, and Intrusion 
Detection System threat engines are 
available sources of useful data to 
support prevention of attacks or mitigate 
their effectiveness. Layering and fusing 
these multiple sources of information 
helps to form an operating picture 
where the sum is greater than its parts, 
as shown in Figure 3.
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Figure 3: A situational awareness capability map 
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II. Standardization: push 
to rationalize thoroughly 
vetted technologies 
Smart grid equipment is being deployed 
before a framework for a standardized 
security approach has been agreed to 
and implemented. As a result, utilities 
must be diligent in assessing their 
deployments for points of risk and will 
need to evolve their security features 
over time. 

A prerequisite to make smart grids 
more secure is the interoperability of 
security controls and compliance with 
standards and regulations. For example, 
when utilities choose an AMI solution, 
it is common to get locked into a 
specific set of devices. Without 
interoperability, which will require 
some set of standardized testing,  
no utility (let alone an end user) can 
choose a device and expect it to work 
on the network. 

Regulation also stands in urgent need 
of standardization. In early 2008, the 
Federal Energy Regulatory Commission 
(FERC) approved eight cyber security 
standards that extend to all entities 
connected to the power grid. NERC, the 
nonprofit corporation that essentially 
polices utilities, is tasked with enforcing 
them and violators can face financial 
penalties ranging from one thousand 
to one million dollars. FERC’s guidance 
covers asset identification, management 
controls, personnel and training, 
perimeters, physical security, systems 
management, incident response, 
reporting, and disaster recovery. The 
NERC-CIP regulations continue to 
evolve and significant updates are 
expected in 2010.

These standards, however, remain 
ambiguous about what is required, nor 
do they cover issues such as how to 
implement certain technologies or 
which employees utilities should 
appoint to manage security initiatives. 
Paradoxically, some regulations have 
security requirements that are lower 
than the utility’s internal enterprise 
security requirements.

Fortunately, Congress and regulators 
are taking security issues seriously. 
Recent legislation introduced in 
Congress proposes to require all critical 
infrastructure companies to meet new 
cyber security standards and grant the 
President emergency powers over 
control of grid systems and other 
infrastructure. This may afford the 
opportunity for participating agencies 
and industry organizations to make a 
concerted effort to rationalize the 
standards so that a single, strong 
framework can emerge. (See sidebar, 
“Prominent legislation.”) 

III. Governance: implement 
an explicit governance 
structure and instill a 
culture of security 
EISA directed FERC to provide 
governance for smart grid transmission 
of power between states and within 
regional transmission operators (RTOs) 
and independent system operators (ISOs). 
However, EISA did not allow FERC to 
oversee distribution systems and 
markets governed by state and local 
regulations. Within many utilities, 
however, internal governance is not as 
clear as it is between states, RTOs, ISOs, 
and local regulations; utilities do not 
clearly define where the oversight or 
accountability for cyber security and 
data protection lies, or appreciate the 

breadth of the issue. They may also 
find that the management responsibility 
and accountability can be fragmented, 
with the Chief Information Officer, 
Chief Security Officer, or the Legal 
function all having some involvement. 
For instance, the CIO could be 
responsible for maintaining IT and data 
security, the CSO for setting policies 
and procedures, and the general 
counsel for ensuring the organization 
is complying with regulations. So it’s 
not clear where the buck stops on 
information security.

By contrast, organizations that exhibit 
a “culture of security” do make 
responsibilities and accountabilities 
explicit. Looking at other industries, for 
example, Oracle, General Electric, and 
Intel all have formally extended the 
remit of their privacy officer’s role to 
information governance or data security 
to ensure a holistic approach to 
information management and protection. 

Such organizations tend to view 
themselves as stewards, not owners,  
of personal data and take actions to 
protect data entrusted to them. 
Accenture’s recent survey confirms that 
organizations with clear responsibilities 
and strong policies are less likely to 
experience security breaches, as shown 
in Figure 4. 

Another technology management issue 
particular to utilities is that the 
corporate IT function usually manages 
only enterprise IT systems such as 
finance, email, and human resources. 
The grid itself is managed by field 
operations and engineering staff. Thus, 
the people who understand networking 
and information security are largely 
separated from those who manage the 
electric network. Utilities will have to 
bridge this organizational gap during 
their transition to the smart grid.
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Prominent legislation
One bill gaining support in 
Congress is sponsored by 
Homeland Security and 
Governmental Affairs Committee 
Chairman Joe Lieberman (I-Conn.) 
and ranking member Susan 
Collins (R-Me.). The Lieberman-
Collins bill would:

• Establish a National Center  
for Cyber security and 
Communications with new 
authorities and responsibilities 
to direct federal efforts to 
secure the cyber networks of 
government and the private 
sector

• Create a White House Office 
of Cyberspace Policy to lead all 
federal cyber security efforts

• Create a National Center  
for Cyber security and 
Communications within the 
Department of Homeland 
Security (DHS) to defend  
the dot-gov networks and 
oversee the defenses of  
critical infrastructure, 
including power grids

• Set up a collaborative process 
between the government and 
the private sector to meet a 
baseline set of security 
requirements that DHS would 
enforce for critical infrastructure

• Provide the President with clear 
authority to direct short-term 
emergency measures for a 
select group of critical 
infrastructure owners and 
operators, including electric 
utilities, in the event of a cyber 
attack that could seriously 
jeopardize public safety or 
have disastrous effects on the 
economy or national security



12

IV. Education: invest in 
training and awareness 
Imagine a Hippocratic oath for the 
smart grid, with security staff promising 
to “never do harm”? It all starts with 
awareness and training. Smart grid 
security skills need to be taught so 
that the relevant utility personnel can 
maintain a safe environment. Awareness 
programs should also be in place to focus 
all employees’ attention on security. 

Security flaws, complexity, intrusion of 
privacy, lack of control—these are all 
valid concerns from the standpoint of 
customers to whom their utility is a 
remote, faceless organization. Unless 
consumers believe the system is safe 
and their personal data is secure, 
utilities may face active resistance to 
adoption of the new technology, or at 
least less cooperation by consumers in 
exploiting its potential. 

To address the broad array of customer 
concerns, utilities should be preparing 
now for a major effort in education 
and communications, much like banks 
had to do when they first introduced 
automated teller machines. Like  
other community-building efforts, 
communications must flow two ways 
in order to work well. 

In summary 
The electric grid is undergoing a 
once-in-a-generation transformation, 
region by region, utility by utility. 
Developing the smart grid is not only a 
major engineering challenge, but also a 
political and organizational challenge 
of coordinating the activities of many 
players, private and public, which have 
disparate interests. 

To tie the pieces together, a strong and 
coherent cyber security framework 
must be high on the agenda. Adoption 
of the grid hinges on gaining the 
confidence of customers. 

Utilities have a leading role to play  
in each of the key areas involved: 
defense, standardization, governance, 
and education. Only with a strong 
security framework will utilities and 
governments be able to unlock the full 
potential of the smart grid.

Figure 4: Data protection policies matter 

Percent of business executives responding

Source: Accenture Data Privacy and Protection survey, 2010.

Organizations that had no breaches

Organizations that had two or more breaches
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43%
53%
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Have a policy about their privacy practices (Disclosure)

Regularly monitor privacy and data protection 
regulatory-compliance requirements

Know where personal information on customers and 
employees resides within the organization’s IT enterprise
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How Accenture 
can help 

Accenture has more than 20 years of 
experience helping corporations and 
governments across the globe use 
security to both defend the enterprise 
against malicious threats and enable 
the enterprise to operate innovative 
new business processes without 
increasing risk. By combining our 
security and technology know-how 
with industry-specific experience, we 
help our clients weave cyber resilience 
into their infrastructure, applications, 
and core business processes—securing 
the fabric of their entire organization. 

Accenture works with clients to choose 
the technologies and vendors that are 
best suited to the particular situation. 
We serve as an objective integrator of 
many different technologies, rather 
than being wedded to a few vendors.  

Accenture’s security solutions 
• Security Strategy and Risk 

Management 

• Infrastructure Security

• Enterprise Application Security

• Identity and Access Management 

• Business Resilience and Continuity 
Management 

• Data Protection and Privacy 

• Security as a Managed Service

• Security architecture within the 
smart grid 

• Penetration Testing and Vulnerability 
Assessments



Specific activities  
Accenture can undertake 
• Define enterprise-wide cyber security 

controls, eliminate regulatory 
overlap, and reduce the number of 
overall controls

• Include set of controls for non-
regulatory systems, raising the 
utility’s overall security posture and 
reducing risks to its systems

• Provide the right level of security  
to the right systems, based on a 
repeatable enterprise-wide risk 
assessment approach

• Assess the vulnerability of smart grid 
system components

• Deliver cost-effective security 
solutions using either an offshore or 
onshore delivery model

• Offer security outsourcing and 
ongoing operational support 

• Secure the software development 
lifecycle, building security in and 
assessing code security

• Provide an effective approach to 
identify and address changes in 
regulations, legislations, standards, 
or internal changes within the utility 

• Enable a coherent way to respond to 
requests for information on how the 
utility is addressing regulatory and 
legislative requirements

• Serve as the foundation for the 
utility’s security policies, through an 
intuitive set of policies and standards

• Establish measures to monitor 
security performance and guide 
periodic vulnerability assessments, 
penetration testing, and corporate 
emergency drills

• Provide the components for a robust, 
end-to-end architecture, as shown 
below.
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Figure 5: Accenture smart grid security architecture 
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62351 1-8, Power System Control and 
Associated Communications—Data and 
Communication Security; and NIST 
Interagency Report (NISTIR) 7628, 
Smart Grid Cyber Security Strategy and 
Requirements.

6 http://www.pikeresearch.com/
newsroom/utilities-to-invest-21-billion-
in-smart-grid-cyber security-by-2015
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