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An integral part of the smart grid's success will be built on the 
distribution network's ability to support business process change that 
results from energy efficiency, demand response, regulatory mandates, 
as well as the integration of distributed resources (e.g., renewable, 
electric vehicles, energy storage). A comprehensive communications 
strategy is a must as an enabler of innovation and a hedge against 
business process disruption as intelligent, two-way communication-
enabled sensing devices proliferate on the distribution grid.  

IDC Energy Insights defines "smart grid" as an electric transmission 
and distribution (T&D) network overlaid with information and 
communications technology (ICT) that predicts and adjusts to network 
changes autonomously; the smart grid more efficiently integrates 
operational and revenue-generating business processes, and at the 
same time, it allows utilities to connect with end users and the 
premise-based assets that allow for improved management of electric 
usage, distributed generation, and customer experience. 

Convergence between information technology (IT) and operations 
technology (OT) onto a communication infrastructure designed to 
achieve broad interoperability between disparate networks is a key 
design goal of the smart grid. Network convergence supports end-to-end 
data quality and security, network system performance, and capability 
harmonization in a multiple network technology environment. 

In a 2009 study on smart grid adoption preferences and plans,  
IDC Energy Insights found that 73.6% of North American utilities 
prefer smart grid communication network ownership over lease or 
service contracts with a public telecommunications network carrier 
(see Figure 1). Financing plays an influential role in that decision as 
regulated utilities earn a (regulated) rate of return on capitalized 
investments (capex). While choice is highly influenced from the CFO 
suite, the IT executive too prefers private networks over public options 
based on the trust IT professionals place in solutions that allow greater 
control, security, and flexibility to achieve a utility's objectives.  
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F I G UR E  1  

Sma r t  G r i d  Commun i c a t i o n  Ne t wo r k  Owne r s h i p  P r e f e r e n c e  

  

n = 74 

Source: IDC Energy Insights' North American Intelligent Grid Survey, 2009 

 

THE  STRATEGIC  ROLE  OF  THE  
D ISTR IBUT ION AREA  NETWORK  

Utilities, historically, have chosen a communication network by the 
sufficiency of the technology to support a specific application. Said 
another way, utilities traditionally purchase well-integrated point 
solutions associated with a specific project. The risk with this 
approach is the network is not treated as common infrastructure; 
rather, it is aligned with a primary business unit (e.g., customer 
operations, distribution, and transmission). The business unit 
boundaries have kept a virtual wall on leveraging investments. 
Constrained technology budgets continue to pressure technology 
executives to do more with less. Leveraging common infrastructure 
will become essential to reach the best possible ROI per investment 
dollar while maintaining maximum flexibility with the uncertainties 
smart grid creates. 

A holistic, converged communication network strategy includes a 
distribution area network capable of transporting data from a multitude 
of device types and applications in both IT and OT utility 
organizations. The smart grid builds on a foundational pillar found in 
the distribution area communication network, which is increasingly 
considered strategic infrastructure to enable key business processes 
(see Business Strategy: Convergence — Sequence Your Network 
Communications DNA, Energy Insights #EI222552, April 2010).  
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Distribution area network capabilities extend from the substation and 
into the field to connect distribution automation endpoints, mobile 
devices, smart meters, and other smart equipment. It is notable that 
distribution area networks are distinguished from automated metering 
infrastructure (AMI) communications networks, which have been 
purpose built to connect smart meters primarily, and most often act to 
backhaul meter data though nothing technically precludes them for 
being used as an AMI network. The distinction between distribution 
area and AMI communications networks is important because a 
myriad of distribution devices have requirements (e.g., low latency, 
broadband speeds) for mission-critical operations that AMI 
communications networks are challenged to support.  

Operation of the grid relies on real-time data compared with business 
processes like settlement, which can be executed on a daily basis. The 
distribution area network requires millisecond response times — low 
latency — to react to fluctuations in supply and demand. Decision 
making is automated with actions executed through signals to 
equipment in the field or at the generation plant. For example, fault 
detection on a distribution circuit needs to be immediate or else serious 
equipment damage or injury can result. With the advent of advanced 
distribution management systems (DMS), automated management 
functions of the distribution devices push further out to the network's 
edge. Automation will be critical to keeping the distribution grid in 
acceptable ranges of balance when variable (wind, solar) and mobile 
resources (plug-in electric vehicles) connect to the grid. 

The challenge in creating an effective converged communication 
network strategy is determining where common infrastructure design 
and technology is applied and where application-specific technology is 
needed. Implementing distribution area network infrastructure for 
smart grid requires the utility to look beyond single application–
enabling decisions in favor of an enabling core infrastructure that 
spans any number of applications, business processes, and business 
units. The distribution area network is driven by: 

● An increasing number of intelligent edge devices and an expanding 
network infrastructure reach 

● Greater reliance on two-way communications to enable a highly 
responsive and reliable grid 

● Decentralization of control in favor of distributed decision making 
at the device level, which will include devices outside the utility's 
direct control 
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T o p  1 0  C o n s i d e r a t i o n s  i n  S e l e c t i n g  a  

D i s t r i b u t i o n  A r e a  N e t w o r k   

Distribution area networks should be architected to support a myriad 
of applications and devices for power equipment and machine control, 
AMI data backhaul, demand response, distribution automation, mobile 
workforce, consumer energy management services, renewable 
generation connectivity, and more in the future. As a result, design 
planning and foresight is essential to properly selecting the best 
network for your utility's needs that will carry you into the future. In 
this section, we present the top 10 considerations. 

1. Availability  

Availability refers to the resiliency of the communication network to 
remain operational and functional at baseline performance levels under 
normal conditions and under extraordinary circumstances such as a 
natural disaster or an accident. For example, availability is impacted 
by network load/traffic, software design, change management, and 
process design. Availability is a multifaceted requirement impacted not 
only by the technology (network design, battery backup, 
ruggedization, etc.) but also by the internal processes and the resources 
supporting it. The processes that impact reliability include regular 
network audits for optimal configuration management and 
performance assurance and recovery processes when field equipment 
fails due to age or is compromised due to natural or man-made 
disasters.  

2. Security 

It is not uncommon for utilities to operate equipment controls over 
unsecured or weakly secured communication networks (e.g., legacy 
SCADA/DMS) to the substation or between substations. As 
communication network requirements call for increasing data 
exchange between applications or systems, securing the pathways 
becomes critical. Communication network security allows utilities to 
converge networks (e.g., legacy and IP-based networks) and manage 
them as a secure end-to-end infrastructure. Properly designed security 
makes infrastructure resilient to cyberattacks while maintaining system 
performance under all operating conditions.  

Security paradigms will migrate from perimeter enforcement to 
application identity that allows for traffic prioritization and quality-of-
service levels for the most important data (e.g., real-time operational 
data versus noncritical consumer billing. It is worth noting that in the 
United States, and in an expanding set of countries, work conducted by 
standards-developing organizations like IEEE, IEC, ISO, and NIST 
provides guidance based on well-vetted and accepted open standards.  
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At this time, no separate or additional security standards have been 
identified for smart grid communication networks; however, this may 
change in the future as smart grid standards work continues. 

3. Scalability 

Network scalability refers to the ability of the network to process and 
transport a growing volume of data with incrementally fewer 
resources. A network is said to be scalable if additional equipment 
deployments provide an equal or greater amount of capacity. 
Scalability reflects the efficiency of the network architecture design to 
allow for expansion in an economical way (e.g., extending the network 
as coverage area expands or additional capacity is needed in specific 
areas). Scalability also addresses how a network can expand without 
software limitations or "hitting a wall" for a given performance 
benchmark (e.g., throughput). In the case of the distribution area 
network, smart grid requirements continue to become more clearly 
understood but are not fully known. Over the long run, network 
scaling capabilities are imperative to mitigate against future changes, 
really additions, to data, device, or applications. Additionally, ongoing 
maintenance and administration time should also scale economically.  

4. Broad Coverage  

Utilities often operate in service areas with varying mixes of 
demographic (home owners, apartment dwellers, business types), 
topographic (valley, hill, flatland, coast), and population density 
(urban, suburban, rural) characteristics. The cost-effectiveness of 
wireless network solutions over wired solutions is generally well 
understood. However, all wireless is not made equally. Some wireless 
systems are excellent for some service areas and suboptimal for others 
based on differences in density or topography.  

In all cases, distribution area networks with broadband speeds and low 
latency are the least common denominator to effectively support all 
applications, present and future. Lower frequency bands (408, 
900MHz) in wireless spectrum propagate radio signals more 
efficiently than higher frequency bands (2.4GHz). However, the higher 
frequency bands enjoy greater spectral efficiency — for example, 
greater data volumes per slice of spectrum (5Hz, 10Hz, etc.) — and 
are well suited for broadband networks. Propagation needs to be 
considered based on population density and topography — lower 
frequencies can transmit better through walls and foundations (housing 
density) on which most AMI networks are based. Propagation and 
performance targets are adjusted with field hardware.  
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5. Performance 

Performance addresses the bandwidth (data volume) and latency  
(round-trip data speed) network capabilities. Application performance 
requirements in single-use systems (i.e., daily smart meter reads) are 
straightforward. However, it is a fairly common and expensive mistake 
to undersize the network. The main risk is defining too narrowly which 
future applications will rely on the network. The resulting problems are 
limitations to future expansion of the network to support a variety of 
applications, as seen in Table 1. The challenge is building a network that 
allows for sufficient future growth. Distribution applications need  
real-time, low-latency capabilities for machine control requirements of 
some distribution automation applications (e.g., fault detection-isolation, 
capacitor bank switching). In contrast, consumer-facing applications 
such as for energy management services may operate sufficiently with 
higher-latency thresholds but with greater bandwidth requirements 
(GUI-rich application through a Web portal or in-home display).  

 

T AB L E  1  

Sma r t  G r i d  F u n c t i o n a l i t i e s  a n d  Commun i c a t i o n  N eed s  

 Network Requirements 

Application Bandwidth Latency Reliability Security Backup Power 

AMI 10–100kbps/node, 

500kbps for backhaul 

2–15 sec 99–99.99% High Not necessary 

Demand response 14–100kbps per 

node/device 

500 ms–several 

minutes 

99–99.99% High Not necessary 

Wide area 

situational 

awareness 

600–1,500kbps 20 ms–200 ms 99.999–

99.9999% 

High 24-hour supply 

Distribution energy 

resources and 

storage 

9.6–56kbps 20 ms–15 sec 99–99.99% High 1 hour 

Electric 

transportation 

9.6–56kbps, 100kbps 

is a good target 

2 sec–5 min 99–99.99% Relatively high Not necessary 

Distribution grid 

management 

9.6–100kbps 100 ms–2 sec 99–99.999% High 24–72 hours 

Note: The information presented in this table summarizes the input of commenters and does not reflect a technical 

assessment by the Department of Energy. 

Source: Appendix A of the Department of Energy's Communications Requirements of Smart Grid Technologies, October 5, 2010; 

http://www.gc.energy.gov/documents/Smart_Grid_Communications_Requirements_Report_10-05-2010.pdf 
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6. Ease of Management  

The smart grid is built on multiple communication network types and 
technologies (wireless, wireline, cellular, satellite, etc.) that serve different 
purposes and support various device types. The pending challenge that 
smart grid communication networks create is allowing a utility to manage 
multiple networks, both legacy and new, as if one converged 
infrastructure. As business process boundaries are redrawn and new ones 
are created, data access that spans multiple business units, networks, and 
applications becomes the norm and no longer the exception. 

A converged communication network infrastructure allows a utility to 
cost-effectively and reliably manage all network assets and data from 
end to end. With a distribution area network, a utility needs to unify 
and manage a myriad of wireless networks in an end-to-end fashion, 
which gives the utility a high degree of visibility and control to 
accomplish core distribution goals like maintain grid reliability and 
reduce outage event frequency and duration.  

7. Standards Based  

Standards are used for a number of purposes, including technology, 
process, and measurement standardization. Technology standards are 
developed to address specific areas, including system interoperability, 
security, reliability, and more. With distribution area networks, and all 
networks for that matter, vendors that support key industry-accepted 
technology standards can help lower total cost of ownership (TCO) and 
provide safeguards against single-vendor technology lock-in, which 
relies on proprietary and noninteroperable communication technology.  

Utilities moving toward a converged smart grid communication 
network infrastructure are learning how Internet Protocol (IP) is 
relevant to their success. IP enables enterprise architectures to leverage 
a services model, where applications and infrastructure are becoming 
increasingly virtualized and distributed. But IP is not the only standard 
of relevance. Network standards such as ICCP and DNP are widely 
accepted open standards specific to the utility industry and continue to 
have native support in T&D communication equipment and facilities.  

A number of technology standards–making bodies and government 
agencies create standards that apply to the utility and the smart grid, 
including IEC, ISO, IEEE, NAESB, and NERC. For an end user, 
standards help ensure against technology lock-in and indicate a level 
of industry acceptance and technology maturity. Single-vendor 
solutions can be commonly found in single-purpose, legacy networks 
such as substation SCADA and AMR solutions. 

8. Extensibility 

Extensibility is a term that defines a capability to extend or change the 
network from its current configuration (e.g., to integrate with other 
systems). Extensibility capabilities ensure a longer product life cycle and, 
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as a result, mitigate against risk of technology obsolescence. Extensibility 
is inherent in the technology standards supported and the openness of the 
architecture to act as a foundation to build new capabilities. 

9. Total Cost of Ownership 

The utility able to fund a project through rate case will give a return on 
the capital investment approved by the PUC. The wild card in that 
estimation is the TCO for the lifetime of the network — 10–20 years. 
Lose sight of that, and the selection can become a money pit. As part 
of the TCO evaluation, utilities should consider risk associated with 
the communications technology life cycle. Specifically, should an 
upgrade be required that involves change out of field hardware in 
order to continue operations of the communications network, TCO can 
quickly escalate and may be problematic if the upgrade is unplanned. 

Distribution area networks are regional with a dominant mix of 
privately owned solutions and a minor amount of public network 
solutions. Regardless of the utility's past experience, deploying 
networks that connect hundreds upon thousands of devices is a new 
operating paradigm. The business case should include an increasing 
number of devices, demanding more bandwidth. 

10. Field Proven 

Field-proven technology means that a technology has been used in a 
production environment, not simply trialed at limited scale. Deploying 
field-proven technology mitigates risks of purchasing an emerging 
technology prematurely. When technology has been selected and 
deployed for use in real-world environments, the utility can avoid the 
deliberation about a solution's sufficiency to perform as expected. In the 
absence of technology maturity and all other things being equal, 
selecting an established vendor can reassure the utility that its supplier 
will be around in 10 years to continue servicing the infrastructure, though 
nothing is guaranteed. Take a look around and research what other 
utilities have selected for their distribution area network — and why. 
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