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have held press conferences. Musicians release new music and universities 
use the platform for education, and so on. Because Second Life was built 
without any ability for privacy within the space, various companies, 
including Sun and IBM, have been developing  “ secure ”  virtual worlds for 
use by businesses, creating virtual worlds where employees can meet, col-
laborate, and chat over coffee. 

 Had CALEA compliance been required for Second Life, its development 
in the United States would have been greatly impeded. The slow speed 
of its standards development process  50   and the fact that other nations —
 specifi cally Japan and Korea, which have great interest and thriving indus-
tries in MMORPGs — lack CALEA-compliance requirements, might well 
have caused the application to be developed elsewhere.  51   

 The low barriers to entry for Internet products mean that many of the 
network ’ s most useful applications began experimentally, released to the 
public in a  “ beta ”  version without charge or guarantees.  52   The Internet ’ s 
high bandwidth and ability to support smart endpoints allow a richness 
in applications, enabling diverse communication models within a single 
application (e.g., combined with whiteboards for sharing documents, voice, 
and the immersive environments of virtual worlds).  53   Applying CALEA-
compliance requirements to any application with communications would 
have extremely negative impacts on innovation and the U.S. economy. 

 8.6   New Forms of Surveillance Create Risks of Excessive Collection 

 The Bill of Rights serves to protect the people from potential excesses of 
the government, and the Fourth Amendment is present to protect against 
potential excesses of the state ’ s police power. That philosophy underlies 
the tight restrictions on state wiretapping in Title III and FISA. The state 
is very powerful; its right to enter people ’ s homes and businesses would 
constitute trespass were it done by anyone else. 

 One does not need too many examples of corrupt or totalitarian states 
to understand the dangers of an unconstrained police force. Yale law pro-
fessor Jed Rubenfeld has observed that the Fourth Amendment quite delib-
erately states that  “ the right of the people  to be secure  in their persons, 
houses, papers, and effects, against unreasonable searches and seizures, 
shall not be violated ”  (emphasis added).  54   Security is the point of the 
Fourth Amendment, security of the people against excessive searches by 
the state. In the decades before the American Revolution, the British used 
writs of assistance to conduct searches, general warrants that were nonspe-
cifi c as to person, place, or item to be searched and that could be arbitrarily 
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extended wherever and however the British offi cers — or their appointees —
 wanted them to be. Objections against excessive taxation fueled the 
American Revolution, but it was the  “ wanton exercise ”   55   of the writs that 
raised the ire of the colonists. 

 Anger against the writs of assistance began to rise in 1761. James Otis 
Jr. was at the time advocate general of the Boston Vice-Admiralty Court, 
but he resigned his position when the British asked him to defend the 
writs. Instead he argued in Boston ’ s Old State House,  “ A man ’ s house is 
his castle; and whilst he is quiet, he is as well guarded as a prince in his 
castle. This writ, if it should be declared legal, would totally annihilate this 
privilege. Custom-house offi cers may enter our houses when they please; 
we are commanded to permit their entry. Their menial servants may enter, 
may break locks, bars, and everything in their way; and whether they break 
through malice or revenge, no man, no court can inquire. ”   56   Otis ’ s speech 
reverberated over the next quarter century, greatly infl uencing the Fourth 
Amendment. As the ideas that became the Bill of Rights coalesced, the 
standard for search moved from a mere suspicion standard to the probable-
cause one present in the Fourth Amendment. As Rubenfeld points out, that 
stipulation provides the security ensured by the amendment.  57   

 Consider how the notion of security translates to the modern era. In a 
world where many of the most valuable pieces of property are bits, wiretap-
ping is not simply a violation of privacy, it is a violation of security.  58   
When collection is excessive, it creates a greater security violation. 

 One way excessive collection can occur is through a lack of clarity on 
what data are being requested. With all its drawbacks, one value of CALEA 
was that it required a standardized format for the output to law enforce-
ment. This meant that the hard questions were answered in a — some-
what — public discussion. What data was law enforcement requiring and 
how should it be received? In contrast, the pen-register statute does not 
defi ne or standardize what network information constitutes dialing, signal-
ing, addressing, or routing information. The result, according to Al Gidari, 
 “ is like a fi re hose for the application. Manufacturers and carriers decided 
what was included when CALEA was standardized — and the result was still 
a lack of clarity in the various implementations. One manufacturer ’ s solu-
tion did not realize that the data channel used to deliver pen register data 
would also capture and deliver SMS messages, a clear error because such 
messages are content, not pen register data. ”   59   

 Even when just pen-register information is supplied, there are risks. 
Transactional information is remarkably revelatory. It can be so at a per-
sonal level; one systems administrator, for example, read-protected his 
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email logs because of a love triangle within his user community, which 
led one person to monitor the email traffi c of the other two.  60   Transac-
tional information can also reveal economic information. Anyone study-
ing the communication patterns between the management of Sun 
Microsystems and Oracle during the week of April 13, 2009, could have 
easily discerned that an acquisition discussion was underway,  61   a discovery 
that would have been worth millions on the stock market — illegally 
obtained millions — had such a purchase been known in advance of the 
public announcement. 

 Since the September 11 attacks, the U.S. government has been highly 
enamored of the idea that the terrorists can be easily found by simply 
 “ connecting the dots ”  if suffi cient data are collected and mined. It is 
unlikely that groups of terrorists can be determined solely on the basis of 
their communication patterns; such efforts are more likely to waste both 
time and investigative resources, as well as creating a source of risk. Recall 
that when Shishir Nagaraja examined seventeen hundred users  62   on an 
email network, he concluded:  “ Since close to 80% of the population must 
be monitored to detect all the communities, it means that in the short run, 
government surveillance budgets are more likely to cause harm to privacy 
than to uncover hardened terrorist cells. ”   63   

 Anonymization, perturbing the data suffi ciently to prevent identifi ca-
tion of the parties involved yet leaving the property in question able to be 
determined,  64   has been proposed for protecting privacy in data-mining 
work. It turns out that the anonymization tools do not work as advertised. 
Arvind Narayanan and Vitaly Shmatikov have shown that if a small 
amount of  “ seed ”  data is known, reidentifying nodes on an anonymized 
network is not only possible, but relatively simply done.  65   Such seed infor-
mation is, unfortunately, easily available. In recent years social networks, 
networks of users who frequently connect with one other and whose con-
nections are made relatively public (e.g., if Alice is a Facebook friend of 
Bob ’ s, then Alice knows who Bob ’ s Facebook friends are  66  ), have become 
increasingly popular. This can function as seed data. Narayanan and Shma-
tikov showed that it is possible to use seed data, even seed data with inac-
curacies, and reidentify the anonymized network. The short message: in 
social networks, including calling networks, anonymization does not 
provide protection. Thus Nagaraja ’ s conclusion regarding privacy is likely 
to be correct. 

 The combination of automating collection and removing the telephone 
companies from a direct role in the implementation of wiretaps — situations 
brought about through technology and law — creates risks of excessive 
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collection. One of the values of the specifi cities required in wiretap warrants 
is that the act of preparing and executing Title III and FISA wiretaps 
brings several organizations into the loop: the law-enforcement or national-
security investigator who prepares the warrant, the judge who approves it, 
and the carrier who actually implements eavesdropping. The NSA ’ s warrant-
less wiretapping, legalized under the FISA Amendments Act (FAA) and 
apparently realized in the architecture of various switching offi ces, removes 
the oversight provided by communications carriers.  67   Such safeguards 
provide more than legal window dressing. By furnishing a check on govern-
ment investigators ’  work, oversight systems ensure the system works 
correctly. 

 Less than a year after the passage of the FAA, in a practice described by 
intelligence offi cials as  “ signifi cant and systemic, ”  NSA was overcollecting 
domestic communications of Americans;  68   these included personal emails 
of former President Bill Clinton.  69   

 A similar overcollection problem occurred with phone records. In 2002 
the FBI created a Communication Analysis Unit (CAU) in which telephone-
company personnel worked in the FBI offi ces supplying telephone record 
information to bureau agents. The idea behind this was that collocation 
would provide timely dissemination of information found in the calling 
activity.  70   Of course, the records were to be provided only with proper legal 
authorization. Because a glimpse into a subscriber ’ s history has the poten-
tial to be remarkably invasive, the Electronic Communications Privacy Act 
(ECPA) requires that service providers keep subscriber records private unless 
the records are  “ relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted solely 
upon the basis of activities protected by the fi rst amendment to the 
Constitution of the United States. ”   71   

 There are two tools that law enforcement can use to access the CDRs: 
grand jury subpoenas and NSLs. The latter can be used only for interna-
tional terrorism and espionage investigation. Under FBI guidelines, NSLs 
are authorized  “ only upon the written request of an FBI Special Agent in 
Charge (SAC) or other specially delegated senior FBI offi cial. ”   72   This process 
means that an agent cannot simply open such an investigation. Rather the 
agent has to show that the information sought by the NSL is relevant to 
 an already open investigation  against  “ international terrorism or clandestine 
intelligence activities. ”   73   In addition, there are four steps in the NSL 
approval process: the agent ’ s supervisor, the chief division counsel, an 
assistant special agent in charge, and the special agent in charge.  74   
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 In the aftermath of September 11, the FBI signed contracts with three 
telephone companies, arranging that each would supply employees for the 
FBI ’ s Communications Analysis Unit (CAU) (these employees were also on 
call outside business hours).  75   The point was to give bureau agents easy, 
real-time access to phone records during investigations. As one might 
expect, the tight integration between the phone companies and the bureau 
agents  76   brought down the barriers on this information sharing. This was 
to have serious consequences. 

 The FBI New York fi eld offi ce, involved in investigating the September 
11 terrorism attacks, had begun using  exigent letters , letters requesting 
immediate access to telephone records stating that appropriate subpoenas 
had already been submitted to the U.S. Attorney ’ s Offi ce.  77   The process was 
adopted by the CAU when one of the telephone-company employees 
working at the New York fi eld offi ce moved to the CAU.  78   But the situation 
in the CAU was different from the New York fi eld offi ce. The CAU was 
mostly working with NSLs, and nothing in ECPA permits exigent letters 
with  “ legal process to follow. ”   79   In fact, the situation in the CAU was much 
worse than that because often the legal process follow-on did not occur. 
There were many problems in the FBI access of CDRs: 

  •    Many of the exigent letters never received required legal follow-up with 
an NSL. Such a process would not have been followed in any case, since 
ECPA does not provide for after-the-fact NSLs.  80   The process on preparing 
the exigent letters was so lax that the telephone-company employees often 
prepared the letters themselves.  81   FBI requesters frequently did not deter-
mine if there was an open NSL at the time the exigent letter was issued. 
As a result,  “ records for hundreds of telephone numbers ”  need to be purged 
since there was no legal basis for requesting the information.  82   
  •    In a number of cases, private subscriber data was supplied without a 
written request by FBI agents. Written requests followed weeks and months 
later. In some cases, written requests were never submitted.  83   
  •    Only 11 percent of the exigent letters were appropriately specifi c on what 
data was being requested. In particular, date ranges were often missing. 
The result was that often telephone-company personnel supplied far more 
data than the FBI was legally authorized to receive.  84   
  •    FBI agents frequently used one company ’ s community-of-interest search 
tool without determining whether the additional information supplied by 
the tool was relevant to the investigation.  85   The automatic supply of addi-
tional information was done without the relevance determination required 
by ECPA  86   and thus this information was inappropriately collected.  87   
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  •    Many of the exigent letters were not related to genuine emergencies. In 
one case, exigent letters were used to obtain records for  “ hundreds of tele-
phone numbers associated with a dead terrorist ”  when there was no appar-
ent emergency;  88   exigent letters were also used for investigating media 
leaks, fugitives, and other non-life-threatening cases.  89   Such searches 
severely impede reporters ’  ability to uncover issues, especially those con-
cerning the government (this is discussed further in chapter 9). 
  •    FBI agents routinely used  “ sneak peeks ”  — verbal, email, or telephone 
requests to see CDRs — to determine if there was data of interest. The agents 
would either describe what they were interested in or, in some cases, simply 
sit with the phone company analyst and view phone company records 
without any legal process in place fi rst. If the agents found data of interest, 
then they would issue an exigent letter or start a legal process to offi cially 
obtain the data.  90   This aberration occurred quite often; one company 
reported that half of the FBI requests were for sneak peeks.  91   The data 
requested included  “ whether the telephone number belonged to a particular 
subscriber, the number of calls to and from the telephone number within 
certain date parameters, the area codes [redacted] called, and call dura-
tion. ”   92   According to DoJ ’ s Offi ce of Legal Counsel, this violated ECPA.  93   
  •    A similar situation arose with  “ hot numbers, ”  numbers agents sought to 
investigate. Prior to starting any legal process, FBI agents would inform the 
telephone companies that a number was hot; if the number belonged to 
one of the company ’ s subscribers, the company would respond to the FBI 
and inform the agent whether the number was active (e.g., there was 
calling activity).  94   Sometimes the companies would provide more informa-
tion, including call origination and termination information.  95   In 2006, 
the National Security Law Branch deputy general counsel who reviewed 
the FBI contracts with the telephone companies concluded that a pen 
register was required for obtaining this type of information.  96   
  •    Finally, in multiple cases, information submitted as part of FISA Court 
applications was described as having been obtained through NSLs even 
though the NSLs were obtained weeks after the FBI had acquired the 
information — through the use of exigent letters.  97   

 It seems that this activity occurred without the knowledge of the senior 
levels of FBI management, a serious procedural error.  98   After the 2007 
Inspector General report detailing problems with FBI access of CDRs, 
employees of the three telephone companies moved from the FBI offi ces.  99   
While the physical proximity was not illegal, breaking down the wall 
between law enforcement and telephone-company personnel let the phone 
employees lose sight of where their responsibilities lay. In addition, the 
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FBI purged records for 18 percent of the phone numbers on which records 
were collected through the exigent-letter system (739 telephone numbers 
out of 4,091).  100   

 If wiretapping modern communication systems leads to large-scale 
tapping of nontargets, the legal basis for wiretapping is undermined. In 
addition, public support for wiretapping will fade.  101   

 8.7   Never Underestimate Murphy ’ s Law 

 Architects start with an image of a beautiful building and many designs 
look appealing on paper. Building codes, which affect the design, are there 
to ensure that the buildings withstand hurricanes, earthquakes, and other 
potentially structurally damaging threats.  102   Computer scientists design 
networks. Engineers build them. It is from experience in the nitty-gritty of 
the real world that Murphy ’ s law —  “ Anything that can go wrong will go 
wrong ”  — comes. That knowledge should also inform the thinking about 
communications interception systems. 

 Sometimes it does. In 2000, the IETF ’ s Network Working Group consid-
ered including wiretapping requirements as part of the design process for 
IETF standards. The IETF is an open, public standards-setting organization 
responsible for establishing the Internet ’ s communication standards. These 
ensure that computers around the world can communicate over the 
network. IETF standards work because they are based on sound engineering 
practice (in engineering understatement, this is described as  “ technical 
competence ” ). 

 The Network Working Group decided that wiretapping did not fi t into 
the communication protocols that the IETF develops. One problem was 
scope: IETF is an international technical standards body, while wiretapping 
is a part of a legal process that varies from jurisdiction to jurisdiction. The 
main issue, however, was technical. Adding wiretapping requirements to 
a protocol increases complexity, creating a security risk (wiretapping is an 
intentional security breach). The Network Working Group said that Inter-
net protocols should not include wiretapping capabilities.  103   

 The group further observed that many network features  “ if deployed 
intelligently ”  already provided the ability to wiretap, the exception being 
when end-to-end encryption was in place.  104   As the events in Greece and 
Italy, and the overcollection in the United States, showed, experience bore 
the working group ’ s conclusions out. So did other evidence. 

 In 1993 the U.S. government announced the Clipper chip, the federal 
encryption standard with 80-bit keys for protecting voice, fax, and computer 
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information transmitted over a telephone system. The plan was a failure; 
there were strong public objections to the system, and very few Clipper 
phones were ever made or sold.  105   Clipper was a failure in another way as 
well. An AT & T researcher, Matt Blaze, discovered a way to spoof the system 
so that communications were encrypted without the government having 
access to the keys.  106   

 A decade later a group of researchers, including Blaze, found fl aws in 
wiretapping technologies that allowed the tapped party to manipulate the 
wiretapping, disabling pen registers and disrupting wiretaps. The tech-
niques were similar in style to the 1960s blue-box attacks in which the 
hacker would spoof the phone system by sending a false signal of the 
correct frequency down the line. The fl aws used the fact that analog decod-
ers for dialed digit signals have different built-in tolerances for reading the 
dialed signal based on manufacturer. Law enforcement wiretap equipment 
was not sensitive to all the different tones, and the wiretapping equipment 
made mistakes when received signals were at the end of the tolerance 
limits. The researchers were able to deceive law enforcement pen registers 
into believing the number dialed was 215-898-5000 (Matt Blaze) rather 
than 987-654-3210 (Tony Soprano).  107   This means that criminals could 
manipulate pen-register information to fi nger innocent parties and/or clear 
themselves. In these systems, law enforcement equipment used a single 
in-band channel to carry signaling information rather than having sepa-
rate call content and call data channels. Thus the wiretapping system could 
be fooled through a target ’ s false use of a signal of the right frequency to 
signal the call was  “ idle. ”   108   

 Nor was this the only problem in implementing CALEA. As has already 
been discussed earlier in this chapter, there are also problems in the audit-
ing systems the FBI developed for remote delivery of wiretaps and pen 
registers in DCS3000, resulting in weak cryptographic systems for securing 
auditing data  109   permissions, auditing formats that could easily be spoofed, 
and so on. 

 In 2010 an IBM researcher, Tom Cross, described major security holes 
he had found in a Cisco wiretapping architecture for IP networks;  110   the 
architecture was designed based on standards published by the European 
Telecommunications Standards Institute (ETSI) for law enforcement tele-
communications interception. Systems based on the Cisco architecture 
were already being used by service providers throughout the world. 

 Cross showed that it was easy to spoof the system to allow unauthorized 
parties to receive intercepted communications. With relatively little 
effort, a criminal could produce a request for interception that had a valid 
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username and password, thus enabling him to get the fruits of a wiretap.  111   
To make matters worse, audit mechanisms for detecting unauthorized use 
of the interception mechanism were inadequate and easily bypassed.  112   As 
the IETF Network Working Group had both predicted and feared, wiretap-
ping systems create security risks. 

 Aside from two people walking into a fi eld out of the range of potential 
eavesdroppers and parabolic microphones, there is no communications 
security. As the NSA once put it,  “  No  deliberate transmission is free from 
the possibility of hostile interception, ”  for if a communication were really 
uninterceptible, then  “ the  intended  recipient, your own distant receiver, 
could not pick it up. ”   113   Clearly interception of some transmissions is easier 
than others. Whether communications are targeted is a combination of 
the ease of targeting and the value of the information gained. 

 Just as every electronic communication runs the risk of being inter-
cepted, so does every interception capability run the risk of being exploited. 
The lessons from the ways interception systems can be fooled should teach 
us about the risks of fielding them. A critical lesson to be learned is that 
the effi cacy of interception systems must be weighed against the increased 
risk that one ’ s own communications may be exploited. 

 The internationalization of the supply chain adds risks.  114   A problem 
that recently came to light concerned corrupted Seagate hard drives manu-
factured in China. They came equipped with a virus that searched for 
passwords to online games, sending them to a server in China.  115   What if 
these hard drives, rather than sending passwords for online games, had 
been sending bank or email account passwords instead? The quantity of 
data leaked was small, and unless it is looked specifi cally for, unlikely to 
be uncovered. 

 A generation ago the telephone company was AT & T, and interception 
was done by placing a  “ friendly ”  line between the telephone switch and 
the subscriber (recall that a friendly line is one used for monitoring; it 
feeds directly into a secure location). The risks from corrupted software 
and corrupted suppliers were essentially nonexistent. (This was not true 
outside the United States, however.) That is no longer true today. Foreign-
manufactured switches are often less expensive than U.S.-manufactured 
ones. Federal purchasing rules require that government agencies buy from 
the lowest bidder, so intelligence agents take apart the systems to check 
for bugs before deploying them.  116   But do the small phone companies and 
ISPs do this? Large corporations have security offi ces that perform due dili-
gence on the security of their communications infrastructure. Small com-
panies do not have the resources and are not likely to check whether their 
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communication providers, often low bidders, have secured their networks. 
That is simply not an issue that businesses are accustomed to raising. 

 Another risk comes from outsourcing interception. While the large car-
riers such as Verizon and AT & T can easily manage the law ’ s surveillance 
requirements, there are 3,400 wireless carriers in the United States. Many 
of them are too small to develop a system for secure delivery of wiretapped 
signals to law enforcement, so they outsource. Largely they outsource to 
major suppliers such as Ericsson, but a security risk exists anytime a new 
party is introduced into the wiretapping equation. The bottom line is that 
the business of wiretapping has grown more complex. In so doing, it has 
introduced new potential for error. 

 8.8   Security Has to Be Built into the System 

 Nowhere is communications security more important than for the military 
during wartime. The surprise attack on Pearl Harbor succeeded because 
the Japanese strike force of aircraft carriers, destroyers, and battleships 
maintained radio silence during their thirteen-day trip across the Pacifi c.  117   
Yet even the military has trouble in having troops follow through on 
communications security. An NSA history of military communications 
during the Vietnam War observed that  “ no matter how dramatic the 
evidence of threat, if we simply go out and say,  ‘ Stop using your black 
telephone, ’  it ’ s likely to be effective for two weeks. ”   118   Old habits reasserted 
themselves. 

 It was clear that the enemy could eavesdrop on tactical communications 
of U.S. soldiers in the fi eld, but service members did not believe that the 
North Vietnamese Army or the Viet Cong would actually monitor these 
communications. When it was shown that the enemy was doing so, the 
U.S. soldiers argued that  “ [the enemy] couldn ’ t understand us, especially 
given our arcane tactical communications jargon. ”  Or that if the Vietnam-
ese could comprehend the import of the eavesdrops, they were not in a 
position to exploit the information. Even when U.S. forces captured an 
entire Vietnamese unit devoted to communications interception, with 
radios, intercept operators, and linguists fi lled with  “ transcriptions of thou-
sands of US tactical voice communications with evidence that their opera-
tors were able to break our troops ’  home-made point-origin, thrust line, 
and shackle codes  in real time , ”  the communications security situation of 
the U.S. forces did not improve. The American combatants simply did not 
like the NSA-supplied secure communications equipment but since they 
had to communicate, they did so — insecurely.  119   
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 It makes no difference if communications occur in wartime in the rice 
paddies of the Mekong Delta or during peacetime in the building canyons 
of Manhattan. It does not help to tell people to be secure. In order for their 
communications to be secure, security must be built into their communica-
tions systems. It must be ubiquitous, from the phone to the central offi ce 
and from the transmission of a cell phone to its base station to the com-
munications infrastructure itself. 

 If the integrity of the wire between a subscriber and the central offi ce 
is violated, the communications of a single line is at risk. If messages 
between cell phones and base stations are not encrypted, the communica-
tions of every user within the area of that base station is at risk. If the 
integrity of a communication switch is violated, then every communica-
tion traveling through that switch is at risk. 

 Wiretapping on a massive scale creates its own set of risks. The surveil-
lance at the AT & T San Francisco switching facility demonstrated the 
obvious: it is diffi cult to hide the existence of widespread wiretapping. 
Extensive and pervasive surveillance of customer communications 
changes worker attitudes toward customer privacy. 

 Telecommunications companies that adhere to customer privacy are 
unlikely to suffer problems such as Telecom Italia has. U.S. telephone 
companies highly respected customer privacy and telecommunications 
security and required their employees to do the same. Matt Blaze, who 
once worked for AT & T, recalled,  “ There was no faster way to be fi red (or 
worse) than to snoop into call records or facilitate illegal wiretap. ”   120   

 In a system that is itself architected insecurely — for example, with the 
potential for packet sniffers at routers throughout the infrastructure — two 
actions can substantially improve communications security. End-to-end 
encryption will ensure security of the message content.  121   As for security 
of transactional information, it is worth recalling NSA ’ s thoughts on the 
matter: if the message were  “ really uninterceptible ”  then  “ the intended 
recipient, your own distant receiver, could not pick it up. ”   122   In order for 
the message to be delivered, transactional information must be easily and 
widely available along the nodes of its route. (Yes, as noted, Tor and other 
systems allow anonymized communication. These have high overhead and 
are not expected to be used by the vast majority of users.) But the most 
important way to secure transactional information is through company 
policies that follow practices such as the following:  “ Secrecy of communi-
cations is a basic requirement and important company policy. It includes 
divulging neither the conversation nor the fact that a call was made 
between two telephones. ”   123   Although secrecy of transactional information 
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can never be fully guaranteed, it can be protected signifi cantly better than 
it is at present. 

 8.9   Creating Long-Term Risk 

 Over the last decade, the combination of CALEA and CDR usage in the 
President ’ s Surveillance Program has led to a situation in which both com-
munications content and transactional information are more easily acces-
sible than in times past. The CDR data, in particular, has moved from the 
telephone companies to the government. In Europe more records are kept 
long term, a result of recent data-retention laws. There has been some 
movement by the U.S. government to develop similar laws. There is 
 “ bugging everywhere, ”  including cars that enable remote tapping without 
the placement of a bug and some new products such as VoIP that leave 
records of content (in contrast to voice calls, which were far more ephem-
eral). It is appropriate to step back and think about the responsibilities of 
the U.S. government to its people. 

 The foundation of U.S. law is the Constitution; the Preamble lays out 
what type of nation the United States is to be: 

 We the People of the United States, in Order to form a more perfect Union, establish 

Justice, insure domestic Tranquility, provide for the common defence [sic], promote 

the general Welfare, and secure the Blessings of Liberty to ourselves and our Poster-

ity, do ordain and establish this Constitution for the United States of America. 

 Because the Preamble is not a source of authority for government nor a 
provider of specifi c powers, constitutional scholars have by and large 
ignored it.  124   The Preamble does, however, set a stage for the role of gov-
ernment. As a result, the Supreme Court has occasionally relied on it in 
decisions determining limits on the power of the government. In  Kansas 
v. Colorado ,  125   for example, the Supreme Court focused on the phrasing 
 “ We the people of the United States, ”  pointing out that it was not the 
people of one state, but the people of  all  states  126   who framed the Constitu-
tion. The Court concluded that the Tenth Amendment did not give rights 
not reserved to the federal government to the states, but rather to the 
people. In  U.S. Term Limits, Inc. v. Thornton ,  127   the Court ruled that Arkansas 
could not put term limits on congressional service because allowing a state 
to do so would be a  “ fundamental change in the constitutional framework, ”  
enabling  “ individual States to craft their own qualifi cations for Congress . . . 
thus [eroding] the structure envisioned by the Framers, a structure that was 
designed, in the words of the Preamble to our Constitution, to form a 


