
SEP 2 7 2012 

David Perera 
FierceGovemmentiT 
1900 L St., NW, Suite 400 
Washington, DC 20036 

Re: JMD FOIA No.2493046 

Dear Mr. Perera, 

U.S. Department of Justice 

Justice Management Division 

Office of General Counsel 

Hbshington, D.C 20530 

On April13, 2012, the Justice Management Division (JMD) of the U.S. Department of Justice 
(DOJ) received your Freedom of Information (FOIA) request for a copy of a plan relating to the 
Integrated Wireless Network requested in House Report 112-284, a conference report 
accompanying the Consolidated and Further Continuing Appropriations Act, 2012 (P.L. 112-55). 
Your request is granted in part and denied in part. We have determined that portions of the plan 
are exempt from disclosure under FOIA Exemption 7(E) because release of certain details 
relating to law enforcement's deployment and modernization of radio operations as well as 
capabilities and vulnerabilities of such operations, would risk circumvention of law enforcement 
and investigatory efforts or pose a security risk. The redacted report is enclosed at no cost to 
you. 

If you are dissatisfied with my action, an appeal may be made by writing to the Director, Office 
of Information Policy, U.S. Department of Justice, 1425 New York Avenue, Suite 11050, 
Washington, D.C. 20530-0001, within 60 days of the date of this letter. Both the letter and the 
envelope should be clearly marked A Freedom of Information/Privacy Act Appeal. In the event 
you are dissatisfied with the results of any such appeal, judicial review will thereafter be 
available in the district where the requestor resides, has a principal place of business, or in the 
United States District Court for the District of Columbia. 

Sincerely, 

~~-~~ 
Arthur E. Gary "-J tf 
General Counsel 

Attachments 



REPORT LANGUAGE 

U.S. Department of Justice 
Integrated Wireless Network (IWN) Project 

Path Forward 

The conferees direct the Department to submit a report not later than 120 days after the 
enactment of this Act to the Committees on Appropriations on the Department's plan for 
moving forward with the Integrated Wireless network (IWN) initiative. This plan should 
identify: 

(a) alternative funding sources and funding options for the provision, 

(b) deployment, maintenance and operation of a wireless network that addresses 

(i) security vulnerabilities, 

(ii) improves system reliability, and 

(iii) achieves interoperability with other law enforcement and emergency responder 
radio infrastructure systems. 

The Department of Justice (DOJ) is pleased to submit per Congressional requirement' this report 
that outlines the Department's plan for moving forward with the deployment of the Integrated 
Wireless Network (IWN). 

The Department remains committed to this very important program; however, given the current 
fiscal constraints, a revised approach is necessary to preserve the resources needed to continue 
with the modernization of the Department's land mobile radio capabilities for its law 
enforcement components. The current approach is one that reduces costs and maximizes 
investment options by: 

• Utilizing state radio s stems where appropriate; and, 
• Emphasizing the sha ng and consolidation of legacy component radio systems to 

streamline operations and leverage the existing investment base. 

d fundin o tions for IWN 

The Department is exploring ltemative funding approaches to implement the new radio 
strategy. 

Specifically, the Department ·s looking to: (i) increase project efficiency by migrating project 
management and implemen tion to a component, and (ii) explore whether possible proceeds 
from future federal auctions fradio spectrum could be used to fund the new strategy. 

(i) Increasing project e ciency 
Leveraging and sharing the e pertise and resources of the law enforcement components in order 
to upgrade existing radio in structures will increase program efficiency and benefit all. These 
changes may free up funds fi r new development. 

1 The Consolidation and Further Continuin Appropriations Act. 2012 Minibus (P.L. 112-55) and the FY 2012 Conference Report (H.R. 112-
284). 
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(ii) Exploring possible proceed<> from spectrum auctions 
Congress recently considered legislation that would auction radio spectrum currently used by 
federal agencies to commercial bidders and use the proceeds to transition affected agencies to 
different spectrum bands. Early drafts of the legislation included provisions that would allow 
agencies to use the proceeds to fund radio program investments as part of the spectrum 
relocation. Although relevant legislation signed into law by the President2 did not include 
language authorizing the auction of spectrum currently occupied by the Department, the Federal 
Communications Commission (FCC) was charged with identifying additional spectrum for 
auction. Some spectrum occupied by the Department is of high value to commercial industry. 
This spectrum may be identified by the FCC for auction in the near future. Also, in future 
legislation, Congress may identify more spectrum occupied by the Department to be auctioned. 

Specifically, the following language was included in the draft version of the Senate's 911 bill 
and the President's Job Act. The language authorizes spectrum auction proceeds to fund the 
following activities: 

"(A) the purposes of achieving enhanced capabilities of systems that are affected by the 
activities specified in subparagraphs (A) through (F) ofparagraph (3) of subsection 
923(g) of this title; and 

(B) other communications, radar and spectrum-using investments not directly affected by 
such reallocation or sharing but essential for the missions of the Federal entity that is 
relocating its systems or sharing frequencies." 

If this language is included in future legislation that governs how spectrum auction proceeds may 
be used, the Department would be able to fund-in part or in whole-implementation of its 
modernization plan. 

Deployment, maintenance and operation of a wireless network 

The Department's plan, as funding permits, is to: 1) utilize selected existing component 
infrastructure and add capacity where needed to combine component radio operations onto a 
shared system, to the fullest possible extent, and 2) enter into partnerships with state and local 
agencies who maintain radio systems that meet the Department's requirements when it is cost 
effective to do so. This approach helps eliminate duplicative networks and aligns with the 
National Telecommunication and Information Administration (NTIA) guidance to consider 
shared systems first before implementing new land mobile communications systems and 
replacing aging systems. 

To execute this plan fully, $268 million is required over several years to provide modernized 
systems ($122 million) and radios ($146 million) in the-remaining field areas. Using "no 
year" monies previously appropriated, the Department has already funded and is '-''"L""" 
system upgrades and capacity increases in: 

2 Middle Class Tax Relief and Job Creation Act of2012, signed into law February 22,2012. 
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The Department's deployment strategy addresses priority areas based on the age of the existing 
systems, the threats within an area of responsibility, and the availability of funding. 

The following graphic depicts the location and deployment status of the upgrades3
• Areas 

depicted with a green triangle are already funded and in the process of being deployed. Areas 
shown with a red circle have yet to be funded, and those with a blue diamond are operational. 

Current Modernization Approach 

The following sections provide further detail on the radio program's deployment, maintenance 
and operations per the referenced conference report request. 

(i) Security vulnerabilities 

The Department's plan addresses security vulnerabilities in two ways. First, each upgraded field 
division radio system meets the National Institute of Science and standard 
for security of communications 

Second, each upgraded system will undergo a 
ngorous and accreditation process to ensure the system complies with current 
security standards and addresses vulnerabilities. 

(ii) System reliability 

The Department's plan improves system reliability in three ways. First, each field division 
upgrade replaces outdated radio infrastructure with new eqllipJneJrlt 
reliable than the older equipment. 

) Note: system upgrades often provide radio coverage to large areas, not just the metropolitan area where the FBI 
field division is located. 
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"".'"'11 '"11 systems are expected to have availability and will be more reliable. Second, the 
new radio infrastructure equipment is under manufacturer warranty, which ensures prompt 
service or replacement in the event of any equipment failures. Third, a shared system approach, 
in contrast with each component maintaining its own system, more efficiently allocates 
government and contractor operation and maintenance (O&M) resources to a single system 
versus numerous disconnected systems. 

(iii) lnteroperability with other law enforcement and emergency responder radio 
infrastructure systems 

The Department achieves interoperability with other public safety radio systems in four ways. 
First, upgraded systems are compliant with Project 25 (P25) common standards, which enable 
interoperability with other agency partners using P25-compliant equipment operating in the same 
frequency bands. · 

Second, the Department achieves interoperability ~agreements to use radio 
systems operated by state and local agencies. The-he Department's outreach to 
states, and other components are expected to join these systems once agreements are in and 

are deemed successful. The 

Third, the Department achieves interoperability by deploying shared mutual aid radio channels, 
including DOJ's Federal Interoperability Channels, in key metropolitan areas such as New York 
City. Radios from participating agencies (e.g., FBI New York City field division and New York 
City Police Department) are programmed to operate on the mutual aid channels, thus ensuring 
that personnel from different agencies can communicate radio-to-radio when needed. 

Fourth, the Department achieves interoperability by procuring multi-band radios that operate on 
different systems. For example, many state and local radio networks operate in the
-band, while federal systems operate in different bands. Multi-band radios enable law 
enforcement personnel to on both, once the radios are programmed to do so. Further, the 
Department may deploy multi-band radios that can be distributed to 
law enforcement personnel from any agency in response to a major incident such as a natural 
disaster or terrorist attack. 

In summary, the Department's current radio modernization and funding strategy is a reduced cost 
option that leverages existing legacy infrastructure and provides a shared solution which 
maximizes value. 
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