
November 18, 2013

VIA US MAIL

The Honorable Fred Upton
Chairman
Committee on Energy and Commerce
United States House of Representatives
Washington, DC 20515

The Honorable Henry Waxman
Ranking Member
Committee on Energy and Commerce
United States House of Representatives
Washington, DC 20515

The Honorable Joe Pitts
Chairman 
Subcommittee on Health
United States House of Representatives
Washington, DC 20515

The Honorable Frank Pallone
Ranking Member
Subcommittee on Health
United States House of Representatives
Washington, DC 20515

Re: mHealth Regulatory Coalition Comments on the SOFTWARE Act 

Introduction

Dear Chairman Upton, Ranking Member Waxman, Chairman Pitts and Ranking Member Pallone:

Thank you for your commitment to health information technologies and mobile medical applications.  

We appreciate your interest, and we share your interest in ensuring that the regulatory oversight in the 

area of medical technology is appropriately balanced to promote innovation while pro tecting patient 

safety. 
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The mHealth Regulatory Coalition

The mHealth Regulatory Coalition (“MRC”) is a diverse group of mobile healthcare technology 

stakeholders focused on promoting the development of an open, realistic, and thoughtful regulatory 

policy perspective on mobile health technologies.  The MRC members include medical device 

manufacturers, smartphone healthcare application developers, cellular handset manufacturers, network 

operators, and back end software services and data storage providers, as well as representatives of 

provider organizations, clinicians, healthcare researchers, and other industry and trade associations.  

Our members share the common goal of promoting a balanced approach between regulatory policies, 

and the need for innovation and getting new products to the market for patients’ best interests.  

We advocated strongly for the publication of the FDA Final Guidance on mobile medical apps to ensure 

that the industry had the clarity it needed to drive innovation.  MRC members and leaders also testified 

at congressional hearings related to mobile apps and health IT in March 2013. Further, five MRC 

members served on the FDA Safety and Innovation Working Group, helping to define the Working 

Group’s recommendations to FDA, ONC and FCC on a comprehensive health IT regulatory framework.  

FDA Final Guidance on Mobile Medical Apps Guidance

1. FDA released the long awaited mobile medical app final guidance in September 2013. The 

guidance adds clarity, which was much needed. As promised, it is de-regulatory in nature.  The 

agency divided apps into 3 categories: regulated, unregulated and those subject to enforcement 

discretion.  FDA clarified that it will only focus its regulatory oversight on those apps that may 

pose a risk to the patient or user if the app does not operate as it was intended.   FDA refers to 
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this category of higher risk apps as mobile medical apps and defines mobile medical apps as only 

those apps that meet the definition of a medical device, and are intended to: 

 be used as an accessory to a “regulated medical device;” or 

 transform a mobile platform into a “regulated medical device.”  

FDA also greatly expands on its descriptions of those apps the agency does not regulate because 

they either (1) do no not meet the definition of medical device or (2) they may be medical 

devices but they pose little risk to the public.  The FDA is exercising enforcement discretion for 

this latter category, which means the agency will not enforce its regulations even if these apps 

meet the definition of a medical device.  We welcomed the clarity the final guidance brought.

2. The FDA listened carefully to comments on the 2011 draft guidance. There were hundreds of 

pages of comments, and based on these comments, FDA made very substantial revisions. We 

performed a side-by-side analysis of the proposed and final guidance, and that analysis revealed 

that FDA made massive changes to the guidance document in response to the comments. FDA 

really showed that the agency listen to and cared about the comments received.

3. And finally, FDA carefully avoided overregulating. The Food, Drug and Cosmetic Act, by 

Congress’s design, gives FDA broad authority. But in its judgment and discretion, FDA carefully 

parsed the range of mobile apps and chose only to regulate those with the greatest risk, not all 

of those apps over which Congress gave the agency jurisdiction. FDA showed mature restraint, 

which reveals the agency’s commitment to supporting innovation in mobile health.
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Comments on the SOFTWARE Act of 2013

We appreciate the thought that has gone into this bill. We also appreciate the Committee’s 

commitment to helping ensure continued innovation in health information technology, including mobile 

health.

At the same time, we think this legislation is a bit premature. Under Section 618 of the Food Drug 

Administration Safety and Innovation Act (FDASIA), the Congress directed FDA, with the help of Office of 

National Coordinator for Health IT (ONC) and Federal Communications Commission (FCC), to develop a 

strategic plan for regulating health information technology, including mobile health. We honestly don’t 

understand why the Committee would proceed to develop legislation in advance of receiving that 

strategic plan from the federal government’s own experts. Those agencies are not only committing 

significant time developing that plan, but they spent the entire summer working with an advisory 

committee authorized by Congress to collect input as to the best approach for regulating Health IT. 

Therefore, we believe that Congress would be better served by seeing what that process produces

rather than investing time now developing its own legislation. Indeed, it seems inconsistent for 

Congress to encourage those agencies to spend the time developing their plan and soliciting input from 

a very diverse and well-informed advisory committee, and then act disinterested in the result.

On a more substantive basis, we also think that the fundamental design of the legislation, that is parsing 

health information technology into three separate categories – medical, clinical and health software – is 

misdirected. We do not see a clear, conceptual distinction between medical device software and clinical 

software that will last into the future. Specifically, for our purposes there are two reasons the 

SOFTWARE Act distinction does not work.
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1. The SOFTWARE Act distinction ignores important risk factors.

The impracticality of the Act’s use of only three categories comes in part from the fact that the 

risk profiles of software vary greatly even within a single functionality.  In its September report, 

the FDASIA advisory committee provided a comprehensive assessment of the issues to be 

addressed in parsing the categories of software, and the risk factors that impact safety.  We 

highly recommend that the committee review the work of that federal advisory committee on 

this point.  Distilling the issues down greatly, we offer the following examples of a few of the 

drivers of risk in HIT:

a. Clinical decision support software as a functional category ranges from highly risky software 

used, for example, to spot potential tumors in radiological images to low risk software that 

might simply add 5 numbers to calculate an APGAR score.  

b. Some software operates transparently so the user can understand and challenge the 

software, while other software might be designed to function as a black box, offering the

user a take it or leave it conclusion.  

c. The care settings and clinical uses can vary greatly, with some software merely transmitting 

information on a patient’s diet to the doctor, while other software might alert an 

anesthesiologist to critical information during a delicate surgery.  

Medical software does not come in merely two or even three flavors.  The FDASIA advisory 

committee does a thorough job of explaining the complexities involved.

2. The SOFTWARE Act’s distinction is outdated because medical device and clinical software are 

converging, forming systems, thus blurring the lines between them.

Organizationally, our healthcare system has been highly fragmented, and many people have 

spent the last couple decades trying to bring it together. In parallel, from a technology 
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standpoint, we are seeing the same trend. Previously siloed technology is being interconnected 

to improve patient care.  And it is software that is stitching together that previously fragmented 

technology. Now, instead of lone medical devices doing their individual tasks, we are seeing 

systems of care, where medical devices, electronic health records and various software products

in between are being developed to improve the quality and coordination of care.

It seems to us that the categorization offered by the bill between medical device software and 

clinical software is an idea borrowed from the days of yore, and rapidly becoming extinct. Today 

hundreds of organizations are working to enhance the interoperability of technology to create 

powerful systems that better ensure the quality, safety, effectiveness and efficiency of care. And the 

software they are developing does not fit neatly into those old buckets.

Changes Needed to the SOFTWARE Act

So, at a high level, for the Act to be workable, we see the need for three structural changes:

1. Systems Level Regulation. To embrace the future, we need a regulatory paradigm that 

recognizes the growing importance of systems.  In particular, we need a more comprehensive 

regulatory scheme that helps to manage risk at a system-level, while not interfering with the 

practice of medicine.

2. Component Classification.  Likewise, when we look at the components of those systems, we 

need a more nuanced classification scheme that takes into account the different risk factors that 

characterize the components. Thus, rather than trying to separate all health-related software 

into three buckets and regulate the software based on those three buckets, we need a 
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classification scheme that takes into account, for example, how transparently the software 

operates and the specific clinical uses of the software.

3. Regulatory completeness.  The bill must present a holistic solution. There are types of health IT 

that do require some level of regulation, therefore any such legislation must adequately protect 

the patient from risk, using the lightest touch possible. We believe that there are great 

opportunities to enhance adverse event reporting and recordkeeping, as well as approaches 

similar to the European notified body system and tailored quality systems that would work quite 

well for HIT.

Systems are complex technologically and also organizationally. But legislating as though the complexities 

aren’t there would not produce a good long-term solution. In this paper, we describe some of the 

healthcare and technology drivers toward systems that we are seeing.

The Drive toward Systems and Interoperability

Software and hardware are being combined to create an endless array of systems for use in nearly every 

aspect of healthcare from diagnosis to treatment.  This was a substantial topic for discussion among the 

FDASIA advisory committee, and we recommend the committee’s September 2013 report for further 

background on this issue.

Consider, for example, the “smart pill,” a drug equipped with a digestible sensor that is activated by the 

patient's gastric juices.  The pill's sensor sends a signal to a patch on the patient's skin.  That signal is 

then relayed, via cell phone, over the Internet to a physician.  With this smart pill and the accountability 
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it brings, drug adherence increases significantly, patients stay healthier and our healthcare system is 

markedly more cost-efficient.

To understand this trend, it is important to consider the various technology, healthcare and 

organizational drivers propelling it forward.

1. Safety and Economic Drivers

Future innovations toward interoperability are expected to dramatically improve patient 

outcomes and reduce the cost of providing healthcare. Opportunities for improvement abound.  

 The lack of medical device interoperability has been flagged as a significant risk to patient 

care.  Earlier this year (2013), the ECRI Institute listed medical device and Electronic Health 

Record (EHR) interoperability as fifth in its list of top health technology hazards for 2013.

 Similarly, in a 2012 survey conducted by the Association for the Advancement of Medical 

Instrumentation (AAMI) of healthcare technology management professionals in 1900 

different US hospitals, interoperability placed first and second in the top 10 list of medical 

device challenges. More specifically, those challenges included:

o Medical devices and systems on the IT network-- cited by 72% of respondents

o Integrating device data into EHR – cited by 65% of respondents

There is growing recognition that interoperability and the convergence of technology can 

substantially improve outcomes, both health and economic.

2. Organizational Drivers

a. Government

Given these opportunities, the government has been looking for ways to accelerate 

progress. FDA has dived in on the technical standard side, and the ONC has been working to 
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ensure that its meaningful use program encourages interoperability. These issues are set to 

take on much greater prominence during stage 3 of that program.

b. Standards Bodies

While the push toward interoperability has been ongoing for decades, consider the 

standards activities of just the last few years:

 2005—IHE starts work on data transmission and point-of-care devices to EMR 

connectivity.

 2006—The International Electrotechnical Commission (IEC) and the International 

Organization for Standardization (ISO) propose the standard IEC 80001 to define how to 

address new problems in connecting medical devices to a network. The standard was 

published by AAMI in 2010 and two companion additions were published by AAMI in 

2012.

 2009—The ASTM F2761 standard is published, “Essential safety requirements for 

equipment comprising the patient-centric integrated clinical environment 

(ICE),”providing a high-level system architecture for medical device interoperability.

 2012—AAMI Ad Hoc Group on Health Information Technology and Interoperability 

(HITI) releases white paper on interoperability envisioning “an entire family of clinically-

based, systems-level standards, each targeted at specific important clinical scenarios.”

 2012—AAMI and Underwriters Laboratories (UL) sign a memorandum of understanding 

to develop a suite of medical device-related interoperability standards with a focus on 

patient safety.



mHealth Regulatory Coalition November 18, 2013
Page 10

Momentum is clearly gaining.

a. Healthcare Think Tanks

The challenge is well-recognized, and many of the finest minds in healthcare are focused on 

solving the problem.  For example, West Health Institute in San Diego is hot on the trail of 

interoperability. The West Health Institute explains that it is “exploring means of enabling 

and accelerating interoperability through the acceptance and implementation of 

standardized communication protocols. This would reduce the costs of operating medical 

devices, and facilitate more efficient, accurate and timely transmission of patient data 

between devices and across health system networks.”

In Boston, the Medical Device “Plug-and-Play” Interoperability Program is working on 

“accelerating the adoption of medical device interoperability to enable the creation of 

complete and accurate electronic health records and the cost-effective development of 

innovative third-party medical apps for diagnosis, treatment, research, safety and quality 

improvements, equipment management, and adverse event detection and reporting when 

using networked medical devices for clinical care.”

The circle of interested groups is growing. In October 2012, in a meeting organized by FDA 

and AAMI, over 260 people converged to discuss how to enhance the interoperability of 

medical devices, EHRs and other forms of clinical software. The organizations supporting the

event included: American College of Clinical Engineering (ACCE), American  Society for 

Healthcare Engineering (ASHE), Anesthesia Patient Safety Foundation (APSF), Center for 

Integration of Medicine and Innovative Technology (CIMIT), Continua Health Alliance, ECRI 

Institute, Healthcare Information and Management Systems Society (HIMSS), Healthcare 
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Technology Foundation (HTF), Integrating the Healthcare Enterprise (IHE), International 

Council on Systems Engineering (INCOSE), The Joint Commission, National Institute of 

Standards and Technology (NIST), UL (Underwriters Laboratories), and West Health.  We 

discuss the output from that meeting in more detail below.

b. Provider Drivers

Now hospitals and other healthcare providers are beginning to demand that their 

technology vendors supply interoperable hardware and software. To coordinate that 

initiative, the Continua Health Alliance, as a non-profit, open industry organization of 

healthcare and technology companies, is leading the collaboration to improve the quality of 

personal healthcare.  With more than 200 member companies around the world, many of 

them the largest organizations in their space, Continua is dedicated to establishing a system 

of interoperable personal connected health solutions.  Through this effort, providers are 

demanding that suppliers obtain certification from Continua to assure interoperability based 

on agreed upon standards.

c. Consumers as Drivers

Beyond provider-lead initiatives, consumers are driving the bus. The Deloitte Center for 

Health Solutions (2011) reports that 61% of consumers are interested in using a medical 

device that would enable them to check their conditions and send that information to their 

doctors electronically.  These consumers are insisting that the previously fragmented 

healthcare system come together electronically, through software.  Those demands will only 

grow as consumers become more attached to their cell phones.
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Convergence of medical devices, EHR’s and other forms of clinical software will happen; it’s 

only a question of when it will be complete. The technology obstacles are very modest.

Stakeholders are working to navigate the human and organizational challenges, but success 

will come.

Examples of the Technology Convergence

Describing the change in technology as an evolution would be a bit misleading.  The change has been 

more abrupt, radical and disruptive than that.  The following are examples of converging technologies 

driven by the desire to improve care.  Consider:

• Medical device hospital beds becoming electronic hubs into which all of the various patient 

monitors and therapeutic devices such as insulin pumps are connected and coordinated, 

and through which data are collected for deposit into the EHR.

• Medical devices being electronically networked together to directly coordinate the delivery 

of specific types of care, for example an oxygen monitoring device might tell an intravenous 

device to stop delivering narcotics if hypoxemia is detected.

• Enhancements coming from the EHR side, including middleware to directly connect the EHR 

to medical devices so the data might be transferred automatically.

• With the growth of EHRs and the collection of all that data, naturally attention is turning to 

clinical decision support software to analyze the data, so the software can help guide the 

clinician in decision-making. Indeed, clinical decision support software is the focus of the 

next round of meaningful use adoption.

• In the later part of the 20th century, professional care essentially stopped when the patient 

went home.  Now, we are seeing a slew of technologies that allow for connected health.  

These include cell phone apps that might extract data from a pacemaker or defibrillator and 
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send it back to a cardiologist, as well as home-based hubs to which all sorts of medical 

devices might be connected, and the data ultimately relayed to a doctor and into an EHR.

• Laboratory testing was one of the first areas to connect to the doctor.  Testing on large 

analyzers conducted at clinical labs has been connected for many years through middleware 

directly to caregivers and EHRs. Beyond that, point of care testing is following suit. There is a 

cell phone app that uses the camera to measure color changes in a test strip for urinalysis.

• Medical imaging has gone digital, with ultrasound and other clinical images being 

transmitted to tablets and cell phones that the doctor can use at the bedside, or even at the 

doctor’s home. It seems reasonable to expect that these mobile monitors will get more 

sophisticated, and begin to apply computer aided diagnostic software to the images.

• Orthopedic implants can now have sensors attached that allow doctors to remotely monitor 

the wear and tear on the implant. All of this data then gets stored and trended in an EHR, 

and analyzed by software.

• Sensors can even be used preventatively, for example monitoring the environment for 

allergens and alerting a patient with asthma or his caregiver to potential danger. This data 

can all get stored and analyzed in the EHR.

All of this is exciting, but it points to the fact that technology of all sorts -- drugs, medical devices and 

health IT -- is being combined into powerful systems that improve the quality of care delivered.

The Need for System-Level Regulation

According to a 2012 AAMI report on Medical Device Interoperability: A Safer Path Forward:

Safety is a system-level property,” said  … Nancy Leveson, a … 

professor at Massachusetts Institute of Technology (MIT), and 

author of Engineering in a Safer World: Systems Thinking 
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Applied to Safety. “It must be designed top-down and include 

the entire sociotechnical system”—meaning the people who 

interact with the connected health IT. “A device or network of 

devices that is safe in one system may not be safe in another.”

Leveson further explained, “The compilation of safe components doesn’t necessarily add up to a safe 

system.” The old paradigm of simply regulating individual drugs and medical devices, without 

contemplating how they might be stitched together into a system, fails to manage the risk effectively.

Further, knowing that individual pieces of software and hardware will be combined into a system that is 

as of yet unspecified makes it very difficult to assess even the safety and effectiveness of the individual 

components. The safety of health related products depends on their intended use, and an open-ended 

intended use means that regulators need to take a different approach to evaluating the safety and 

effectiveness of the individual product as well as the system it will join.

Conclusion

Technology can be complex.  Unfortunately, this means that policy, if it is going to be sensitive to the 

technology drivers, needs to be nuanced. Three categories will not capture the broad spectrum, 

graduated differentiation and networked complexity of today’s health information technology. We urge 

the Committee to go slowly here, and carefully map out the technology that exists today and where it is 

likely to go tomorrow, before developing its policy solutions. Trying to fit something as vast and 

differentiated as all of the health information technology products and networks into three simple 

buckets may easily produce a federal regulatory scheme that neither protects patients, nor gives 

developers of health information technologies the clarity needed to innovate in the future. Developers 

will be stymied trying to figure out how to fit vast complex networks into a single software category. 
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We are confident that that is not the Committee’s goal, so we look forward to working collaboratively 

with the Committee to devise a more sustainable solution to this complex problem. In fact, we are well 

underway in developing a regulatory paradigm that includes a nuanced classification process and a 

regulatory scheme based on some best practices we have seen work well in the European Un ion. In 

particular, in this area of lower risk medical technology, we have seen notified bodies provide both 

significant confidence in the safety of products as well as a quicker pathway to market. We would like to 

work collaboratively with committee staff to lay out some options that would ensure appropriate 

oversight at a systems level as well as at the level of individual components, all the while allowing 

innovation to flourish. We appreciate the opportunity to submit these comments, and look forward to

being a constructive participant in the process.

Very truly yours,

Bradley Merrill Thompson
General Counsel of the mHealth Regulatory Coalition


